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1 Globus GRAM Protocol

The Globus GRAM Protocol Library implements the GRAM protocol. It is used by the GRAM Client and GRAM
Job Manager. It provides the constants used by in the sending and receiving of GRAM messages. It also provides
functions to encode GRAM requests and replies, and to send and receive the GRAM queries.

* GRAM Protocol Functions

Job States
* Signals

* GRAM Errors

GRAM Protocol Message Format

2 globus gram protocol Module Index

2.1 globus gram protocol Modules

Here is a list of all modules:

Functions 2
Error Messages 4
Message Framing 6
Message I/0 7
Message Packing 15
Message Unpacking 20
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GRAM Error codes 4

Generated on Sat Feb 6 16:01:11 2010 for globus gram protocol by Doxygen



3 globus gram protocol Page Index

3 globus gram protocol Page Index

3.1 globus gram protocol Related Pages

Here is a list of all related documentation pages:

GRAM Protocol De nition

4 globus gram protocol Module Documentation

4.1 Functions

Modules

* Error Messages

« Message Framing
Message I/0

« Message Packing

« Message Unpacking

4.2 GRAM Signals

Enumerations

« enumglobus_gram_protocol_job_signal t
GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_CANCEL1,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_SUSPENL?,
GLOBUS _GRAM_PROTOCOL_JOB_SIGNAL_RESUMES,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_PRIORIT¥ 4,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_REQUESTS5,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_EXTENDS,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_STDIO_UPDAF=?,
GLOBUS GRAM_PROTOCOL _JOB_SIGNAL_STDIO_SIZE8,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_STOP_MANAGER9,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL _COMMIT_ENB10}

4.2.1 Detailed Description

4.2.2 Enumeration Type Documentation

4.2.2.1 enunglobus_gram_protocol_job_signal_t
GRAM Signals.

Enumeration values:
GLOBUS _GRAM_PROTOCOL_JOB_SIGNAL_CANCELCancel a job.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_SUSPENDsuspend a job.
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4.3 GRAM Job States 3

GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_RESUMEResume a previously suspended job.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_PRIORITYChange the priority of a job.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_REQUESTSignal the job manager to commence
with a job submission if the job request was accompanied by the (two_state=yes) RSL attribute.

GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_EXTENDSignal the job manager to wait an ad-
ditional number of seconds (speci ed by an integer value string as the signal's argument) before timing out
a two-phase job commit.

GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_STDIO_UPDATESIignal the job manager to change the way
it is currently handling standard output and/or standard error.

The argument for this signal is an RSL containing retdout stderr, stdout_positionstderr_position or
remote_io_urkelations.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_STDIO_SIZESignal the job manager to verify that streamed
I/O has been completely received.

The argument to this signal contains the number of bytes of stdout and stderr received, separated by a space.
The reply to this signal will be a SUCCESS message if these matched the amount sent by the job manager.
Otherwise, an error reply indicating GLOBUS_GRAM_PROTOCOL_ERROR_STDIO_SIZE is returned.

If standard output and standard error are merged, only one number should be sent as an argument to this
signal. An argument of -1 for either stream size indicates that the client is not interested in the size of that
stream.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_STOP_MANAGERSignal the job manager to stop managing
the current job and terminate.

The job continues to run as normal. The job manager will send a state change callback with the job status
being FAILED and the error GLOBUS_GRAM_PROTOCOL_ERROR_JM_STOPPED.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_ENDSignal the job manager to clean up after the
completion of the job if the job RSL contained the (two-phase = yes) relation.

4.3 GRAM Job States

The globus_gram_protocol_job_state_t contains information about the current state of the job as known by the job
manager.

Enumerations

e enumglobus_gram_protocol_job_statd t
GLOBUS_GRAM_PROTOCOL_JOB_STATE_PENDIN1,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_ACTIVE?2,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_FAILED4,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_DONES,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_SUSPENDELS,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_UNSUBMITTED32,
GLOBUS GRAM_PROTOCOL_JOB_STATE_STAGE_H\64,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_STAGE_OWT128,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_AL£ OXFFFFF }
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4.4 GRAM Error codes 4

4.3.1 Detailed Description

The globus_gram_protocol_job_state_t contains information about the current state of the job as known by the job
manager.

Job state changes are sent by the Job Manager to all registered clients. A client may ask for information from the job
manager via the status request.

4.3.2 Enumeration Type Documentation

4.3.2.1 enunyglobus_gram_protocol_job_state_t
GRAM Job States.

Enumeration values:
GLOBUS GRAM_PROTOCOL_JOB_STATE_PENDINGThe job is waiting for resources to become avail-
able to run.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_ACTIVEThe job has received resources and the application is
executing.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_FAILEDThe job terminated before completion because an er-
ror, user-triggered cancel, or system-triggered cancel.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_DONEThe job completed successfully.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_SUSPENDEDhe job has been suspended.
Resources which were allocated for this job may have been released due to some scheduler-speci ¢ reason.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_UNSUBMITTEDThe job has not been submitted to the
scheduler yet, pending the reception of the GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_-
REQUEST signal from a client.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_STAGE_INrhe job manager is staging in les to run the job.
GLOBUS_GRAM_PROTOCOL_JOB_STATE_STAGE_OUThe job manager is staging out les generated

by the job.
GLOBUS_GRAM_PROTOCOL_JOB_STATE_ALLA mask of all job states.
4.4 GRAM Error codes

Enumerations

« enumglobus_gram_protocol_error_t

4.4.1 Detailed Description
4.4.2 Enumeration Type Documentation

4.4.2.1 enumglobus_gram_protocol_error_t
GRAM Error codes.

4.5 Error Messages

Functions

» const char globus_gram_protocol_error_striigt error_code)
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4.5 Error Messages 5

« void globus_gram_protocol_error_7_hack_replace_medqsagst char message)
« void globus_gram_protocol_error_10_hack_replace_megsagst char message)

4.5.1 Detailed Description

Functions in this section handle converting GRAM error codes to strings which can help the user diagnose GRAM
problems.

4.5.2 Function Documentation

4.5.2.1 const char globus_gram_protocol_error_string (int error_codg
Get a description of a a GRAM error code

The globus_gram_protocol_error_stringfunction takes a GRAM error code value and returns the associated error
code string for the message. The string is statically allocated by the GRAM Protocol library and should not be modi ed
or freed by the caller. The string is intended to complete a sentence of the form "[operation] failed because ..."

Parameters:
error_code The error code to translate into a string.

Returns:
Theglobus_gram_protocol_error_stringflinction returns a static string containing an explanation of the error.

4.5.2.2 void globus_gram_protocol_error_7_hack_replace_message (const chanessagge
Replace the error message associated with error 7 with a custom message.

Theglobus_gram_protocol_error_7_hack_replace_messdgagtion creates a custom version of the error message
for the errorGLOBUS_GRAM_PROTOCOL_ERROR_AUTHORIZATIDMN string pointed to by thmessagea-
rameter is copied to thread-local storage, and subsequent cglisbias _gram_protocol_error_stringgyith this er-

ror number will return this copy of the string. Each timiebus_gram_protocol_error_7_hack_replace_messege()
called for a particular thread, the previous message is freed.

The purpose of this function is to allow more meaningful error messages to be generated when authentication failures
occur. In particular, the speci c GSSAPI error reason can be used in place of a generic authorization failure message.

Parameters:
messageThe new message to be associated with the GLOBUS GRAM_PROTOCOL_ERROR_-
AUTHORIZATION error code.

Note:
Since Globus 5.0.0, this function uses thread-speci c storage, so that the value returgéabby gram_-
protocol_error_string(lor GLOBUS_GRAM_PROTOCOL_ERROR_AUTHORIZATION is that for the last au-
thorization error wherglobus_gram_protocol_error_7_hack_replace_messaga$)called from this thread.

4.5.2.3 void globus_gram_protocol_error_10_hack_replace_message (const chanessagg
Replace the error message associated with error 10 with a custom message.

Theglobus_gram_protocol_error_10_hack_replace_messdga¢fion creates a custom version of the error message
for the errorGLOBUS_GRAM_PROTOCOL_ERROR_PROTOCOL_FAILHi2 string pointed to by thmessage
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4.6 Message Framing 6

parameter is copied to thread-local storage, and subsequent cgltsbtes_gram_protocol_error_stringgyith this
error number will return this copy of the string. Each tiglebus_gram_protocol_error_10_hack_replace_message()
is called for a particular thread, the previous message is freed.

The purpose of this function is to allow more meaningful error messages to be generated when protocol errors occur.
In particular, the speci ¢ XIO error reason can be used in place of a generic protocol failure message.

Parameters:
messageThe new message to be associated with the GLOBUS_GRAM_PROTOCOL_ERROR_PROTOCOL_-
FAILED error code.

Note:
Since Globus 5.0.0, this function uses thread-speci c storage, so that the value returgéabby gram_-
protocol_error_string(jor GLOBUS_GRAM_PROTOCOL_ERROR_PROTOCOL_FAILED is that for the last
authorization error wherglobus_gram_protocol_error_10_hack_replace_messamga$)called from this thread.

4.6 Message Framing

Functions

« int globus_gram_protocol_frame_requésbnst char url, const globus_byte tmsg, globus_size_t msgsize,
globus_byte t framedmsg, globus_size framedsize)

« int globus_gram_protocol_frame_refdint code, const globus_byte_insg, globus_size t msgsize, globus_-
byte t framedmsg, globus_size framedsize)

4.6.1 Detailed Description

The functions in this section frame a GRAM request, query, or reply message with HTTP headers compatible with the
GRAM2 protocol parsers in GT2 GT3, and GT4.

These functions should be used when an application wants to control the way that the GRAM Protocol messages are
sent, while still using the standard message formatting and framing routines. An alternative set of functions in the
Message I/Gsection of the manual combine message framing with callback-driven I/O.

4.6.2 Function Documentation

4.6.2.1 int globus_gram_protocol_frame_request (const char url, const globus_byte t msg globus_size t
msgsizeglobus_byte t framedmsgglobus_size t framedsizg

Create a HTTP-framed copy of a GRAM request.

Theglobus_gram_protocol_frame_requedt{pction adds HTTP 1.1 framing around the input message. The framed
message includes HTTP headers relating the the destination URL and the length of the message content. The framed
message is returned by modifyifigamedmsdgo point to a newly allocated string. The integer pointed to by the
framedsizgarameter is set to the length of this message.

Parameters:
url The URL of the GRAM resource to contact. This is parsed and used to generate the HTTP POST operation
destination and the Host HTTP header.

msg A string containing the message content to be framed.
msgsizeThe length of the string pointed to lmgsg
framedmsgAn output parameter which will be set to a copy of thegstring with an HTTP frame around it.
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4.7 Message I/O 7

framedsize An output parameter which will be set to the length of the framed message.

Returns:
Upon succesgylobus_gram_protocol_frame_requesi()l return GLOBUS_SUCCESS and tlimmedmsgnd
framedsizeparameters will be modi ed to point to the new framed message string and its length respectively.
When this occurs, the caller is responsible for freeing the string pointed fi@imgedmsg If an error occurs, its
value will returned and thf'amedms@ndframedsizeparameters will be uninitialized.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_JOB_CONTACTalid job contact

4.6.2.2 int globus_gram_protocol_frame_reply (intcode const globus_byte t msg globus_size tmsgsize
globus_byte t framedmsgglobus_size t framedsizg

Create a HTTP-framed copy of a GRAM reply.

The globus_gram_protocol_frame_rephyffjnction adds HTTP 1.1 framing around the input message. The framed
message includes HTTP headers relating the the status of the operation being replied to and the length of the message
content. The framed message is returned by modiffiagiedmsgo point to a newly allocated string. The integer

pointed to by thdramedsizeparameter is set to the length of this message.

Parameters:
code The HTTP response code to send along with this reply.

msg A string containing the reply message content to be framed.
msgsizeThe length of the string pointed to lmgsg

framedmsgAn output parameter which will be set to a copy of thegstring with an HTTP reply frame around
it.

framedsize An output parameter which will be set to the length of the framed reply string pointed to by
framedmsg

Returns:
Upon successylobus_gram_protocol_frame_replyf)ill return GLOBUS_SUCCESS and tHeamedmsgand
framedsizeparameters will be modi ed to point to the new framed message string and its length respectively.
When this occurs, the caller is responsible for freeing the string pointed fi@mimgedmsg If an error occurs, its
value will returned and th'amedmsa@ndframedsizgarameters will be uninitialized.

Return values:
GLOBUS_SUCCESSSuccess

4.7 Message I/O

Typedefs

« typedef unsigned longlobus_gram_protocol_handle_t
« typedef globus_gram_protocol_hash_entrglabus _gram_protocol_extension_t
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4.7 Message /O 8

Functions

« int globus_gram_protocol_setup_dtyiobus_io_attr_t attr)

 globus_bool_globus_gram_protocol_authorize_s@és_ctx_id_t context)

« int globus_gram_protocol_allow_attacfchar  url, globus_gram_protocol_callback t callback, void

callback_arg)

« int globus_gram_protocol_callback_disall¢ghar url)

« int globus_gram_protocol_pogtonst char url, globus _gram_protocol_handle_handle, globus_io_attr t

attr, globus_byte tmessage, globus_size t message_size, globus_gram_protocol_callback_t callback, void
callback_arg)

« int globus_gram_protocol_post_delegat{oonst char url, globus_gram_protocol_handle handle, globus_-
io_attr_t attr, globus_byte_tmessage, globus_size t message_size, gss_cred_id_t cred_handle, gss_OID_-
set restriction_oids, gss_buffer_set _t restriction_buffers, OM_uint32 req_ ags, OM_uint32 time_req, globus_-
gram_protocol_callback_t callback, voidallback _arg)

« int globus_gram_protocol_replglobus_gram_protocol_handlehandle, int code, globus_byte message,
globus_size t message_size)

e int globus_gram_protocol accept_delegatiofglobus_gram_protocol_handle_thandle, gss OID_set
restriction_oids, gss_buffer_set t restriction_buffers, OM_uint32 req_ags, OM_uint32 time_req, globus_-
gram_protocol_delegation_callback_t callback, vadg)

« int globus_gram_protocol_get_sec_confgtobus_gram_protocol_handlehandle, gss_ctx_id_tcontext)

4.7.1 Detailed Description

The functions in this section are related to sending and receiving GRAM protocol messages.

4.7.2 Typedef Documentation

4.7.2.1 globus_gram_protocol_handle_t
Unique GRAM protocol identi er.

Theglobus_gram_protocol_handledata type is used by functions in the GRAM protocol API as a unique discrimi-
nant between instances of a callback invocation.

There are no public functions that operate on these handles. They are used as identi ers for callback functions.

4.7.2.2 globus_gram_protocol_extension_t
GRAM protocol extension attribute-value pair.

The globus_gram_protocol_extensiordata type contains an attribute value pair that represents an extension to the
GRAM2 protocol.

4.7.3 Function Documentation

4.7.3.1 intglobus_gram_protocol_setup_attr (globus_io_attr_t attr)

Create default I/0 attribute for GRAM.

Theglobus_gram_protocol_setup_attf()nction creates a new globus_io attribute containing the default set of values
needed for communication between a GRAM client and a job manager. These attributes include:

* SO_KEEPALIVE
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4.7 Message /O 9

* GSSAPI Mutual Authentication
* GSSAPI Self Authorization

» SSL-compatible message wrapping

Parameters:
attr A pointer to aglobus_io_attr_structure which will be initialized by this function.

Returns:
Upon successglobus_gram_protocol_setup_attnfodi es the attr parameter to point to a new attribute and
returns the valu&sLOBUS_SUCCESSVhen this occurs, the caller must destroy the attribute when no longer
needed by calling globus_io_tcpattr_destroy(). If an error occurs, its value will be returned and the attribute
pointed to by thattr parameter will be set to an uninitialized state.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_CONNECTION_FAILEError initializing attribute

4.7.3.2 globus_bool_t globus_gram_protocol_authorize_self (gss_ctx_idontex)
Determine if a GSSAPI context has the same source and target identities.

The globus_gram_protocol_authorize_selfgnction implements a predicate which returns true if the source and
destination identities used to establish the GSSAPI security context are the same.

Parameters:
context A GSSAPI security context which has been previously established. The source and target names of this
context will be inspected by this function.

Returns:
If the source and target identiies are the same, tiiebus_gram_protocol_authorize_self€turnsGLOBUS_-
TRUE otherwise, this function returrSLOBUS_FALSE

Return values:
GLOBUS_TRUE The source and target identities are the same.

GLOBUS_FALSE The source and target identities are not the same or this function is unabled to inspect the
security context.

4.7.3.3 int globus_gram_protocol_allow_attach (char url, globus_gram_protocol_callback_tallback, void
callback_arg

Create a GRAM protocol service listener.

The globus_gram_protocol_allow_attachifjnction creates a GRAM protocol listener to which other processes can
send GRAM protocol messages. The listener will automatically accept new connections on it's TCP/IP port and parse
GRAM requests. The requests will be passed to the function pointed to loplibackparameter for the application

to unpack, handle, and send a reply by callijhgpbus_gram_protocol_reply()

Parameters:
url An output parameter that will be initialized to point to a string that will hold the URL of the new listener.
This URL may be published or otherwise passed to applications which need to contact this GRAM protocol
server. The URL will be of the formttps://host:port/.
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callback A pointer to a function to be called when a new request has been received by this listener. This function
will be passed the request, which may be unpacked using one of the functions describechassiage
packing section of the documentation.

callback _arg A pointer to arbitrary user data which will be passed to the callback function as its rst parameter.

Returns:
Upon succesgylobus_gram_protocol_allow_attach@turnsGLOBUS _SUCCES&hd modi es theurl parame-
ter to point to a newly allocated string. The caller is then responsible for freeing this string. If an error occurs, an
integer error code will be returned and tiné parameter value will be uninitialized.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCE® resources

See also:
globus_gram_protocol_callback_disallow()

4.7.3.4 intglobus_gram_protocol_callback_disallow (char url)
Stop a GASS protocol listener from handling new requests.

The globus_gram_protocol_callback_disallowfnction stops the listener named by the value ofuHeparameter
from receiving any new requests. It also frees memory used internally by the GRAM protocol implementation to
handle requests for this listener.

The globus_gram_protocol_callback_disallowf(nction will wait until all requests being processed by this listener
have completed processing. Onglebus_gram_protocol_callback_disallow@turns, no further request callbacks
will occur for the listener.

Parameters:
url A pointer to the URL string which names the listener to disable.

Returns:
Upon success, thglobus_gram_protocol_callback_disallowf()nction returnsGLOBUS_SUCCESS&nd frees
internal state associated with the listener named byuth@arameter. If an error occurs, its integer error code
value will be returned and no listener will be affected.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_JOB_CONTACTalid job contact
GLOBUS_GRAM_PROTOCOL_ERROR_CALLBACK_NOT_FOUNBallback not found

See also:
globus_gram_protocol_allow_attach()
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4.7.3.5 int globus_gram_protocol_post (const char url, globus_gram_protocol_handle_t handle globus_-
io_attr t attr, globus_byte t messaggeglobus_size tmessage_sizeglobus_gram_protocol_callback_tcall-
back void callback_arg

Post a GRAM protocol request to a GRAM server.

The globus_gram_protocol_posttunction initiates a GRAM protocol message exchange with a GRAM protocol
listener. It returns after framing the message and initiating the connection. When the message exchange is complete,
the function pointed to bgallbackis invoked either in another thread or when a non-threaded application calls the
globus_poll()or globus_cond_wait(junctions.

Parameters:
url A pointer to a string containing the URL of the server to post the request to. This URL must be an HTTPS
URL naming a GRAM service resource.

handle A pointer to aglobus_gram_protocol_handlewtich will be initialized with a unique handle identi er.
This identi er will be passed to theallbackfunction to allow the caller to differentiate replies to multiple
GRAM Protocol requests. This pointer may be NULL if the caller will not have multiple simultaneous
requests.

attr A pointer to a Globus /O attribute set, which will be used as parameters when connecting to the GRAM
server. The value ddttr may be NULL, in which case, the default GRAM Protocol attributes will be used
(authentication to self, SSL-compatible transport, with message integrity).

messageA pointer to a message string to be sent to the GRAM server. This is normally created by calling one of
the GRAM Protocopack functions. This message need not be NULL terminated as the length is passed in
themessage_sizgarameter.

message_siz& he length of thenessagstring. Typically generated as one of the output parameters to one of the
GRAM Protocolpack functions.

callback A pointer to a function to call when the response to this message is received or the message exchange
fails. This may be NULL, in which case no callback will be received, and the caller will be unable to verify
whether the message was successfully received.

callback_arg A pointer to application-speci ¢ data which will be passed to the function pointed tcabipack
as its rst parameter. This may be NULL if the application has a NWdllbackor does not require the
pointer to establish its context in the callback.

Returns:
Upon succesglobus_gram_protocol_postfeturns GLOBUS_SUCCESS, initiates the message exchange, reg-
isters the function pointed to byallbackto be called when the exchange completes or fails, and modi es the
handleparameter if it is non-NULL. If an error occurs, its error code will be returnedhtralleparameter will
be uninitialized and the function pointed to t&llbackwill not be called.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS _GRAM_PROTOCOL_ERROR_INVALID_JOB_CONTACThvalid job contact
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory

GLOBUS GRAM_PROTOCOL_ERROR_INVALID REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCH® resources

Note:
There is no way to time out or cancel a service request that is beguigletihs _gram_protocol_post()

See also:
globus_gram_protocol_reply()
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4.7.3.6 int globus_gram_protocol _post_delegation (const charurl, globus_gram_protocol_handle_t han-
dle, globus_io_attr t attr, globus_byte t messageglobus_size_tmessage sizegss cred_id_tcred_handle
gss_OID_setrestriction_oids gss_buffer_set_trestriction_buffers OM_uint32 req_ ags, OM_uint32 time_req
globus_gram_protocol_callback_tcallback void callback_arg

Post a GRAM protocol delegation request to a GRAM server.

Theglobus_gram_protocol_post_delegatiofuiction initiates a GRAM protocol delegation exchange with a GRAM
protocol listener. The delegation protocol is a custom mix of HTTP and SSL records.

Theglobus_gram_protocol_post_delegatiofi(iiction returns after framing the message and initiating the connection
to be used for delegation. When the message exchange is complete, the function pointedllioaokis invoked
either in another thread or when a non-threaded application caltgahas_poll()or globus_cond_wait(junctions.

Parameters:
url A pointer to a string containing the URL of the server to post the request to. This URL must be an HTTPS
URL naming a GRAM service resource.

handle A pointer to aglobus_gram_protocol_handlewthich will be initialized with a unique handle identi er.
This identi er will be passed to theallbackfunction to allow the caller to differentiate replies to multiple
GRAM Protocol requests. This pointer may be NULL if the caller will not have multiple simultaneous
requests.

attr A pointer to a Globus /O attribute set, which will be used as parameters when connecting to the GRAM
server. The value ddttr may be NULL, in which case, the default GRAM Protocol attributes will be used
(authentication to self, SSL-compatible transport, with message integrity).

messageA pointer to a message string to be sent to the GRAM server. This is normally created by calling one of
the GRAM Protocopack functions. This message need not be NULL terminated as the length is passed in
themessage_sizearameter.

message_siz&he length of thenessagstring. Typically generated as one of the output parameters to one of the
GRAM Protocolpack functions.

cred_handleHandle to an existing GSSAPI security credential. If this parameter is s&@386 _C NO_-
CREDENTIAL. then the current account's default credential will be used. A proxy credential sharing the
identity of this credential will be delegated to the GRAM protocol server.

restriction_oids A set of OID values indicating the data in tresstriction_buffergparameter. This parameter may
have the value GSS_C_NO_OID_SET if there are no restriction buffers.

restriction_buffers A set of binary data buffers which will be included in the delegated credential. The type of
data in these buffers is determined by the OID valuessdtriction_oids This parameter may have the value
GSS_C_EMPTY_BUFFER_SET if there are no extra restrictions to be added to the credential.

reg_ ags A bitwise-or of GSSAPI ag values to use when delegating the credential wssginit_delegation()

time_req An integer value indicating the length of time (in seconds) that the delegated credential should be valid
for. This is an advisory parameter: no error will be returned if a credential with the requested lifetime can
not be created.

callback A pointer to a function to call when the response to this message is received or the message exchange
fails. This may be NULL, in which case no callback will be received, and the caller will be unable to verify
whether the message was successfully received.

callback _arg A pointer to application-speci ¢ data which will be passed to the function pointed tcabipack
as its rst parameter. This may be NULL if the application has a NWidllback or does not require the
pointer to establish its context in the callback.

Returns:
Upon succesgjlobus_gram_protocol_post_delegatior€jurns GLOBUS_SUCCESS, initiates the message ex-
change, registers the function pointed to d¢allbackto be called when the exchange completes or fails, and
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modi es the handleparameter if it is non-NULL. If an error occurs, its error code will be returned hdredle
parameter will be uninitialized and the function pointed tachibackwill not be called. In the case of a protocol
or delegation failure, the callback function will be called with #reorcodeparameter set to the error.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_JOB_CONTACTalid job contact
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCE® resources

Note:
There is no way to time out or cancel a service request that is begungldtius_gram_protocol_post_-
delegation()

See also:
globus_gram_protocol_reply()

4.7.3.7 int globus_gram_protocol_reply @lobus_gram_protocol _handle_thandle, int code globus_byte t
messaggglobus_size_tnessage_size

Reply to a GRAM protocol message.

The globus_gram_protocol_replyfunction sends a response message to a client which initiated a GRAM message
exchange. Thglobus_gram_protocol_replyflnction composes the message with an HTTP message frame and then
sends it to the client which initiated the exchange.

Parameters:
handle A GRAM protocol handle which is used by this function to determine the network connection to use for
this reply. This must be the same value as was passed as a parameter to the callback function registered with
theglobus_gram_protocol_allow_attacH(nction.

code The HTTP response code. The code should be one from the set described in RFC 2616.

messageA pointer to a message string to be sent to the GRAM client. This is normally created by calling one of
the GRAM Protocopack functions. This message need not be NULL terminated as the length is passed in
themessage_sizearameter.

message_siz& he length of thenessagstring. Typically generated as one of the output parameters to one of the
GRAM Protocolpack functions.

Returns:
Upon succesglobus_gram_protocol_reply¢eturns GLOBUS_SUCCESS, frames thessagavith an HTTP
header and initiates sending the message to the client. The caller must not try to use the valusantikhe
parameter after this function returns. If an error occurs, its integer error code will be returned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCE® Resources

See also:
globus_gram_protocol_allow_attach()
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4.7.3.8 int globus_gram_protocol_accept_delegatiorglpbus_gram_protocol_handle_thandle, gss_OID_set
restriction_oids gss_buffer_set_testriction_buffers OM_uint32 req_ ags, OM_uint32 time_req globus_gram_-
protocol_delegation_callback_tcallback void arg)

Perform the server-side of the GSSAPI delegation handshake to receive a new delegated credential.

The globus_gram_protocol_accept_delegatioffiction performs the service side accepting of a GRAM protocol
delegation exchange with a GRAM protocol client. This is performed after the delegation HTTP message has been
unpacked by the application.

Theglobus_gram_protocol_accept_delegatioiufiction returns after processing the GSSAPI handshake, passing the
delegated credential or error information to the function pointed to bgahbackparameter.

Parameters:
handle A GRAM protocol handle on which the server received a protocol refresh message.

restriction_oids A set of OID values indicating the data in tresstriction_buffergparameter. This parameter may
have the value GSS_C_NO_OID_SET if there are no restriction buffers.

restriction_buffers A set of binary data buffers which will be included in the delegated credential. The type of
data in these buffers is determined by the OID valuesstriction_oids This parameter may have the value
GSS_C_EMPTY_BUFFER_SET if there are no extra restrictions to be added to the credential.

reg_ ags A bitwise-or of GSSAPI ag values to use when delegating the credential wssginit_delegation()

time_req An integer value indicating the length of time (in seconds) that the delegated credential should be valid
for. This is an advisory parameter: no error will be returned if a credential with the requested lifetime can
not be created.

callback A pointer to a function to call when the delegation handshake has completed or failed. This function will
be passed the value afg as well as the handle and delegated credential or erorr that occurred processing
the delegation messages.

arg A pointer to application-speci ¢ data which will be passed to the function pointed fabligackas its rst
parameter. This may be NULL if the application has a NUtdllback or does not require the pointer to
establish its context in the callback.

Returns:
Upon succesgylobus_gram_protocol_accept_delegatiorddurns GLOBUS_SUCCESS and registers the func-
tion pointed to bycallbackto be called after the delegation completes or fails. If an error ocglosus_gram_-
protocol_accept_delegation(@turns an integer error code and ttadlbackfunction is not registered.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDMalloc failed
GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCH® resources

4.7.3.9 int globus_gram_protocol_get_sec_contexglobus_gram_protocol_handle_thandle, gss_ctx_id t
contex)

Get a reference to the GSSAPI security context associated with a GRAM protocol handle.

Theglobus_gram_protocol_get sec_contefufjction retrieves a reference to the GSSAPI security context associated
with a particular GRAM protocol handle. This context may be inspected by the caller but must not be destroyed by the
caller. Theglobus_gram_protocol_get_sec_conteftf)ction must only be called after the GRAM protocol library

has called theallbackfunction associated with a GRAM protocol message exchange.
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Parameters:
handle The GRAM protocol handle associated with a GRAM protocol message exchange.

context The GSSAPI security context associated with the protocol handle.

Returns:
Upon succesgylobus_gram_protocol_get sec_contexgfurns GLOBUS SUCCESS and modi es tbentext
parameter to point to the security context associated witth#melleparameter. If an error occurs, an interger
error code is returned and the value of duatextparameter is unde ned.

Return values:
GLOBUS_ SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request

4.8 Message Packing
Functions

« int globus_gram_protocol_pack_job_requést job_state_mask, const chacallback url, const charrsl,
globus_byte t query, globus_size tquerysize)

« int globus_gram_protocol_pack job_request_rdplystatus, const chajob_contact, globus_byte_t reply,
globus_size treplysize)

* int globus_gram_protocol_pack_job_request_reply_with_extens{onis status, const char job_contact,
globus_hashtable_extensions, globus_byte treply, globus_size_treplysize)

« int globus_gram_protocol_pack_status_reqeshst char status_request, globus_byte tquery, globus_-
size_t querysize)

« int globus_gram_protocol_pack_status_refiht job_status, int failure_code, int job_failure_code, globus_-
byte t reply, globus_size treplysize)

« intglobus_gram_protocol_pack_status_reply with_extengiotjob_status, int failure_code, intjob_failure_-
code, globus_hashtable_gxtensions, globus_byte treply, globus_size_treplysize)

« int globus_gram_protocol_pack_status_update_mesgelgar job_contact, int status, int failure_code,
globus_byte t reply, globus_size_treplysize)

« int globus_gram_protocol_pack_status_update_message_with_exte(diansjob_contact, int status, int
failure_code, globus_hashtable eixtensions, globus_byte treply, globus_size_treplysize)

« int globus_gram_protocol_pack_version_reqyelar request, size_trequestsize)

4.8.1 Function Documentation

4.8.1.1 intglobus_gram_protocol _pack_job_request (irjbb_state _maskconst char callback _url, const char
rsl, globus_byte t query, globus_size t querysiz¢

Pack a GRAM Job Request.

Theglobus_gram_protocol_pack_job_requestction combines its parameters into a GRAM job request message
body. The caller may frame and send the resulting message by agiiibgs _gram_protocol_postgy just frame it by
calling globus_gram_protocol_frame_requesif)d send it by some other mechanism. §lebus_gram_protocol_-
pack _job_requestfunction returns the packed message by modifyingghery parameter to point to a new string
containing the message. The caller is responsible for freeing that string.

Parameters:
job_state_maskThe bitwise-or of the GRAM job states which the client would like to register for job state change
callbacks.
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callback_url A callback contact string which will be contacted when a job state change which matclels the
state_masloccurs. This may be NULL, if the client does not wish to register a callback contact with this
job request. Typically, this value is returned in tmé parameter t@lobus_gram_protocol_allow_attach()

rsl An RSL string which contains the job request. This will be processed on the server side.

query An output parameter which will be set to a new string containing the packed job request message. The
caller must free this memory by calling free()

guerysizeAn output parameter which will be populated with the length of the job request message returned in
query.

Returns:
Upon succesgjlobus_gram_protocol_pack_job_request#urns GLOBUS_SUCCESS and modi es theery
andquerysizeparameters to point to the values described above.

Return values:
GLOBUS_SUCCESSSuccess

4.8.1.2 intglobus_gram_protocol_pack_job request_reply (irgtatus const char job_contact globus_byte t
reply, globus_size t replysiz¢

Pack a GRAM reply message.

Theglobus_gram_protocol_pack_job_request_repfyfction combines its parameters into a GRAM reply message
body. The caller may frame and send the resulting message by aglitihgs_gram_protocol_reply@r just frame it

by callingglobus_gram_protocol_frame_rephdihd send it by some other mechanism. Ghabus_gram_protocol_-
pack job_request_replyfunction returns the packed message by modifyingrépdy parameter to point to a new
string containing the message. The caller is responsible for freeing that string.

Parameters:
status The job's failure code if the job failed, or 0, if the job request was processed successfully.
job_contact A string containing the job contact string. This may be NULL, if the job request was not successful.
reply A pointer which will be set to the packed reply string The caller must free this string by calling free().
replysize A pointer which will be set to the length of the reply string.

Returns:
Upon successglobus_gram_protocol_pack_job_request_rephgfurnsGLOBUS_SUCCES&nd modi es the
reply andreplysizeparameters to point to the values described above. If an error occurs, an integer error code is
returned and the values pointed toreply andreplysizeare unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDOut of memory

4.8.1.3 int globus_gram_protocol_pack_job_request_reply with_extensions (irstatus const char job_-
contact globus_hashtable_t extensionsglobus_byte t reply, globus_size t replysizg

Pack a GRAM reply message with extension attributes.

The globus_gram_protocol_pack_job_request_reply with_extensidus@tion combines its parameters into a
GRAM reply message body. The caller may frame and send the resulting message bygéatilirsg gram_protocol_-
reply() or just frame it by callingglobus_gram_protocol_frame_replyghd send it by some other mechanism. The
globus_gram_protocol_pack_job_request_reply with_extensifursgiion returns the packed message by modifying
thereply parameter to point to a new string containing the message. The caller is responsible for freeing that string.
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Parameters:
status The job's failure code if the job failed, or 0, if the job request was processed successfully.

job_contact A string containing the job contact string. This may be NULL, if the job request was not successful.

extensionsA pointer to a hash table keyed on a string attribute name with the hash values being pointers to
globus_gram_protocol_extensiorsttuctures. These will be encoded in the reply message after the standard
attributes.

reply A pointer which will be set to the packed reply string The caller must free this string by calling free().

replysize A pointer which will be set to the length of the reply string.

Returns:

Upon successglobus_gram_protocol_pack _job_request_reply with_extensioag{()nsGLOBUS_SUCCESS
and modi es thereply andreplysizeparameters to point to the values described above. If an error occurs, an
integer error code is returned and the values pointed tejoly andreplysizeare unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDOuUt of memory

4.8.1.4 int globus_gram_protocol _pack_status_request (const charstatus_requestglobus_byte t query,
globus_size_t querysizég

Pack a GRAM query message.

Theglobus_gram_protocol_pack_status_requeftiction combines its parameters into a GRAM status query mes-
sage body. The caller may frame and send the resulting message by gétling_gram_protocol_postfr just
frame it by callingglobus_gram_protocol_frame_requestfid send it by some other mechanism. Globus_gram_-
protocol_pack_status_requesf@nction returns the packed message by modifyingghery parameter to point to a
new string containing the message. The caller is responsible for freeing that string.

Parameters:
status_requestA string containing the type of query message to send, including any query parameters. The valid
strings supported by GRAM in GT5 are:

* status

* register

 unregister

* signal

* renew

« cancel

guery An output parameter which will be set to a new string containing the packed job query message.
guerysize An output parameter which will be set to the length of the job query message returgaerin

Returns:

Upon succesglobus_gram_protocol_pack_status_requesiiirnsGLOBUS_SUCCES$hd modi es thequery
andquerysizgparameters to point to the values described above. If an error occurs, an integer error code is returned
and the values pointed to lqperyandquerysizeare unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDOuUt of memory
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4.8.1.5 int globus_gram_protocol_pack_status_reply (injob_status int failure_code int job_failure_code
globus_byte t reply, globus_size t replysizg

Pack a GRAM query reply message.

Theglobus_gram_protocol_pack_status_replfgfction combines its parameters into a GRAM status reply message
body. The caller may frame and send the resulting message by aglitihgs_gram_protocol_reply@r just frame it

by callingglobus_gram_protocol_frame_rephdhd send it by some other mechanism. ghabus_gram_protocol_-
pack_status_reply(unction returns the packed message by modifyingrépdy parameter to point to a new string
containing the message. The caller is responsible for freeing that string.

Parameters:
job_status The job's currenjob state
failure_code The error code generated by the query. This may be GLOBUS_SUCCESS if the query succeeded.
job_failure_code The error code associated with the job if it has failed. This may be GLOBUS_SUCCESS if the
job has not failed.
reply An output parameter which will be set to a new string containing the packed reply message.
replysize An output parameter which will be set to the length of the reply message returregulyin

Returns:
Upon succesgglobus_gram_protocol_pack_status_replsgurnsGLOBUS SUCCES8&nd modi es thereply
and replysizeparameters to point to the values described above. If an error occurs, an integer error code is
returned and the values pointed toteply andreplysizeare unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDOut of memory

4.8.1.6 int globus_gram_protocol_pack_status_reply_with_extensions (ijbb_status int failure_code int
job_failure_code globus_hashtable t extensionsglobus_byte t reply, globus_size t replysizé

Pack a GRAM query reply message with extensions.

Theglobus_gram_protocol_pack_status_reply with_extensidas¢tion combines its parameters into a GRAM sta-
tus reply message body. The caller may frame and send the resulting message bygtliisg gram_protocol_-
reply() or just frame it by callingglobus_gram_protocol_frame_replyghd send it by some other mechanism. The
globus_gram_protocol_pack_status_reply_with_extensidoagtion returns the packed message by modifying the
reply parameter to point to a new string containing the message. The caller is responsible for freeing that string.

Parameters:
job_status The job's currenjob state

failure_code The error code generated by the query. This may be GLOBUS_SUCCESS if the query succeeded.

job_failure_code The error code associated with the job if it has failed. This may be GLOBUS_SUCCESS if the
job has not failed.

extensionsA pointer to a hash table containing the names and values of the protocol extensions to add to this
message.

reply An output parameter which will be set to a new string containing the packed reply message.

replysize An output parameter which will be set to the length of the reply message returregulyin

Returns:
Upon successglobus_gram_protocol_pack_status_reply with_extensioret(Jrns GLOBUS SUCCES&nd
modi es the reply andreplysizeparameters to point to the values described above. If an error occurs, an inte-
ger error code is returned and the values pointed teply andreplysizeare unde ned.
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Return values:
GLOBUS_SUCCESSSuccess

GLOBUS GRAM_PROTOCOL_MALLOC_FAILEDOut of memory

4.8.1.7 int globus_gram_protocol_pack_status_update_message (chajob_contact int status int failure_-
code globus_byte t reply, globus_size t replysiz¢

Pack a GRAM status update message.

The globus_gram_protocol_pack_status_update_messdige¢tion combines its parameters into a GRAM status
update message body. The caller may frame and send the resulting message bygkdilisggram_protocol_-
post()or just frame it by callingglobus_gram_protocol_frame_requesd)d send it by some other mechanism. The
globus_gram_protocol_pack_status_update_mességie€jion returns the packed message by modifyingrépdy
parameter to point to a new string containing the message. The caller is responsible for freeing that string.

Parameters:
job_contact The job contact string associated with the job.

status The job's currenjob state

failure_code The error associated with this job request if #tatusvalue is GLOBUS_GRAM_PROTOCOL_-
JOB_STATE_FAILED.

reply An output parameter which will be set to a new string containing the packed status message. The caller
must free this memory by calling free()

replysize An output parameter which will be set to the length of the status message retureptyin

Returns:
Upon succesglobus_gram_protocol_pack status_update_messagiefnsGLOBUS SUCCES&hd modi es
thereply andreplysizeparameters as described above. If an error occurs, an integer error code is returned and the
values pointed to byeply andreplysizeare unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory

4.8.1.8 int globus_gram_protocol_pack_ status_update_message_with_extensions (chgnb_contact int sta-
tus, int failure_code globus_hashtable t extensionsglobus_byte t reply, globus_size t replysizé

Pack a GRAM status update message with extensions.

Theglobus_gram_protocol_pack_status_update_message with_extenfimes)n combines its parameters into a
GRAM status update message body. The caller may frame and send the resulting message lgjataléngram_-
protocol_post(Jor just frame it by callingglobus_gram_protocol_frame_requesif)d send it by some other mecha-
nism. Theglobus_gram_protocol_pack_status_update_message_with_extenfiocHfn returns the packed mes-
sage by modifying theeply parameter to point to a new string containing the message. The caller is responsible for
freeing that string.

Parameters:
job_contact The job contact string associated with the job.

status The job's currenfob state

failure_code The error associated with this job request if #tatusvalue is GLOBUS_GRAM_PROTOCOL_-
JOB_STATE_FAILED.
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extensionsA pointer to a hash table keyed by extension attribute names with the values being pointers to globus_-
gram_protocol_extension_t structures.

reply An output parameter which will be set to a new string containing the packed status message. The caller
must free this memory by calling free()

replysize An output parameter which will be set to the length of the status message retursptyin

Returns:
Upon success, globus_gram_protocol_pack_status_update_message with_extensiets(hs GLOBUS -
SUCCESSnd modi es thereply and replysizeparameters as described above. If an error occurs, an integer
error code is returned and the values pointed todpyy andreplysizeare unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory

4.8.1.9 intglobus_gram_protocol_pack_version_request (char requestsize_t requestsize
Pack a GRAM version request message.

Theglobus_gram_protocol_pack_job_requestf)ction creates a copy of the GRAM version request. The caller may
frame and send the resulting message by calfjlwlpus_gram_protocol_postfr just frame it by callingglobus_-
gram_protocol_frame_request@hd send it by some other mechanism. Tfabus_gram_protocol _pack_version_ -
request(function returns the packed message by modifying¢iogiestparameter to point to a new string containing
the message. The caller is responsible for freeing that string.

Parameters:
request An output parameter which will be set to a new string containing the packed version request message.
The caller must free this memory by calling free().

requestsizeAn output parameter which will be populated with the length of the version request message returned
in query,

Returns:
Upon succesglobus_gram_protocol_pack_job_requesgfurns GLOBUS SUCCESS and modi es tleguest
andrequestsizgparameters to point to the values described above. If an error oggabsis_gram_protocol_-
pack_version_request(gturns an integer error code and the values pointed teefyestand requestsizere
unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_NULL_PARAMETERIull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory

4.9 Message Unpacking
Functions

« intglobus_gram_protocol_unpack_job_requeshst globus_byte tquery, globus_size_t querysize, ifbb_-
state_mask, char callback_url, char description)
« int globus_gram_protocol_unpack_job_request_répbnst globus_byte treply, globus_size_t replysize, int
status, char job_contact)
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« int globus_gram_protocol_unpack_job_request_reply with_extengoomst globus_byte treply, globus_-
size_treplysize, intstatus, char job_contact, globus_hashtable eixtensions)

« int globus_gram_protocol_unpack_status_req(emtst globus_byte tquery, globus_size t querysize, char

status_request)

« intglobus_gram_protocol_unpack_status_répbnst globus_byte_treply, globus_size_t replysize, injob_-
status, int failure_code, int job_failure_code)

« intglobus_gram_protocol_unpack_status_reply with_extengoomst globus_byte treply, globus_size_tre-
plysize, globus_hashtable_g¢xtensions)

« int globus_gram_protocol_unpack_status_update_megsagst globus_byte treply, globus_size t reply-
size, char job_contact, int status, int failure_code)

e int globus_gram_protocol_unpack_status_update_message_ with_exterfsamst globus_byte t reply,
globus_size treplysize, globus_hashtablextensions)

« void globus_gram_protocol_hash_dest(giobus_hashtable_tnessage hash)

4.9.1 Function Documentation

4.9.1.1 intglobus_gram_protocol_unpack_job_request (const globus_byte tfuery, globus_size_guerysize
int job_state_maskchar callback url, char  descriptior)

Unpack a GRAM Job Request.

Theglobus_gram_protocol_unpack_job_requestf)ction parses the job request message packed iqubsymes-
sage and returns copies of the standard message attributegah tetatemaslcallback ur| anddescriptionparam-
eters.

Parameters:
qguery The unframed job request message to parse.

querysizeThe length of the job request message string.
job_state_maskA pointer to an integer to be set to the job state mask from the job request.

callback_url A pointer to be set with a copy of the URL of the callback contact to be registered for this job
request. The caller must free this memory by calling free().

description A pointer to be set to a copy of the job description RSL string for this job request. The caller must
free this memory by calling free().

Returns:
Upon successglobus_gram_protocol_unpack_job_requestf)l return GLOBUS_SUCCESS8nd modify the
job_state_maslcallback ur| anddescriptionparameters to values extracted from the messageeny. If an er-
ror occurs, an integer error code will be returned and the valugbostate maskcallback ur| anddescription
will be unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_NULL_PARAMETERIull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch

4,9.1.2 int globus_gram_protocol_unpack_job_request_reply (const globus_byte treply, globus_size tre-
plysize int statuschar job_contac}

Unpack a GRAM reply message.

The globus_gram_protocol_unpack_job_request_replyfiction parses the reply message packed irre¢péy mes-
sage and returns copies of the standard message attributestatimandjob_contactparameters.
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Parameters:
reply The unframed job reply message to parse.

replysize The length of the reply string.

status A pointer to an integer to be set to the failure code associated with the job request. This may be GLOBUS_-
SUCCESS, if the job request was successful.

job_contact A pointer to a string to be set to the job contact string. This may set to NULL if the job request

failed. If globus_gram_protocol_unpack_job_request_replgtirns GLOBUS_SUCCESS, then the caller
must free this string using free().

Returns:

Upon succesglobus_gram_protocol_unpack_job_request_repigdirnsGLOBUS _SUCCESSd modi es the
statusandjob_contactparameters to point to the values described above. If an error occurs, an integer error code
is returned and the values pointed todtgtusandjob_contactare unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAN_PROTOCOL_ERROR_NULL_PARAMETERIull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch

4.9.1.3 int globus_gram_protocol_unpack _job_request_reply_ with_extensions (const globus_byte teply,
globus_size teplysizeint status char job_contact globus_hashtable t extension¥

Unpack a GRAM reply message, parsing all extensions.

The globus_gram_protocol_unpack_job_request_reply_with_extensifumggdion parses the reply message packed
in the reply message parameter and returns copies of the standard message attributedatuslaad job_contact
parameters, and all other extension attributes in the hashtable pointecekbelmgions Each entry in the hashtable
will be keyed by the attribute name and the value will be a pointerglolus_gram_protocol_extensiorsttucture.

Parameters:

status A pointer to an integer to be set to the failure code associated with the job request. This may be GLOBUS_-
SUCCESS, if the job request was successful.

job_contact A pointer to a string to be set to the job contact string. This may set to NULL if the job request failed.

If globus_gram_protocol_unpack _job_request_reply_with_extensim@iafhs GLOBUS_SUCCESS, then
the caller must free this string using free().

extensionsA pointer to be set to a hash table containing the names and values of all protocol extensions present
in the response message. gibbus_gram_protocol_unpack job_request reply with_extensioetsins

GLOBUS_SUCCESS, the caller must free this hash table and its values by cadlimgs_gram_protocol_-
hash_destroy()

reply The unframed job reply message to parse.
replysize The length of the reply string.

Returns:
Upon success, globus_gram_protocol_unpack job_request_reply with_extensiomsfirns GLOBUS -
SUCCES%ind modi es thestatus job_contact andextensiongo point to the values described above. If an error

occurs, an integer error code is returned and the values pointed statug job_contact and extensionsare
unde ned.
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Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAN_PROTOCOL_ERROR_NULL_PARAMETERull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch

4.9.1.4 int globus_gram_protocol_unpack_status_request (const globus_byte guery, globus_size_tuery-
size char  status_reque$t

Unpack a GRAM query message.

Theglobus_gram_protocol_unpack_status_requdstirtion parses the message packed ingiheryparameter and
returns a copy of the message in giatus_requegtarameter.

Parameters:
guery The unframed query message to parse.

guerysizeThe length of the query string.
status_requestA pointer to a string to be set to the query value. The caller must free this string using free().

Returns:
Upon successglobus_gram_protocol_unpack_status_requestirns GLOBUS_SUCCESS&nd modi es the
status_requegparameter to point to the value described above. If an error occurs, an integer error code is re-
turned and the value pointed to btatus_requess unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch

4.9.1.5 int globus_gram_protocol_unpack_status_reply (const globus_byte treply, globus_size_treplysize
int job_statusint failure_codeint job_failure _codé

Unpack a GRAM query reply.

Theglobus_gram_protocol_unpack_status_repfufjction parses the message packed indpdy parameter and sets
the current job state, protocol failure code, and job failure code values in its output parameters.

Parameters:
reply The unframed reply message to parse.

replysize The length of the reply message.
job_status A pointer to an integer to be set to the job's currgit state

failure_code A pointer to an integer to be set to the failure code associated with the query request. This may be
GLOBUS_SUCCESS, if the request was successful.

job_failure_code A pointer to an integer to be set to the failure code for the job, ifdhe statuss GLOBUS _-
GRAM_PROTOCOL_JOB_STATE_FAILED.
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Returns:
Upon succesglobus_gram_protocol_unpack_status_reprefurnsGLOBUS SUCCESSd modi es thgob_-
status failure_code andjob_failure_codeparameters to point to the value described above. If an error occurs,
an integer error code is returned and the values pointed jolbystatusfailure_code andjob_failure_codeare
unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHMersion mismatch

4.9.1.6 int globus_gram_protocol_unpack_status_reply with_extensions (const globus_byte t reply,
globus_size_teplysize globus_hashtable_t extension$

Unpack a GRAM query reply with extensions.

The globus_gram_protocol_unpack_status_reply_with_extensifus¢fion parses the message packed inrépdy
parameter, storing all attributes and values in a hash tableeXteasionparameter is modi ed to point to that hash
table. The caller oflobus_gram_protocol_unpack_status_reply with_extensionsg) free that hash table by calling
globus_gram_protocol_hash_destray()

Parameters:
reply The unframed reply message to parse.

replysize The length of the reply message.

extensionsA pointer to be set to a hash table containing the names and values of all protocol attributes present in
the reply message. Hlobus gram_protocol _unpack status reply with extensiseg()ns GLOBUS -
SUCCESS, the caller must free this hash table and its values by cgllifgis _gram_protocol_hash_-
destroy()

Returns:
Upon succesgylobus_gram_protocol_unpack_status_reply_with_extensioeg()nsGLOBUS SUCCES&nd
modi es theextensionparameter to point to the value described above. If an error occurs, an integer error code
is returned and the value pointed to éxtensionss unde ned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch

4.9.1.7 intglobus_gram_protocol_unpack_status_update_message (const globus_byteeply, globus_size t
replysizechar job_contactint statusint failure_codg

Unpack a GRAM status update message.

Theglobus_gram_protocol_unpack_status_update_messtagefjon parses the message packed irr¢ipdy param-
eter, storing the standard message attribute values in its return parajolet@entact status andfailure_code The
caller is responsible for freeing theb_contactvalue.

Parameters:
reply The unframed reply message to parse.
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replysize The length of the reply message.

job_contact An output parameter to be set to the job contact stringldbus_gram_protocol_unpack_status_-
update_message@turns GLOBUS_SUCCESS, then the caller must free this string using free().

status An output parameter to be set to the integer value of the job's cujobrdtate

failure_code An output parameter to be set to the integer failure code for the job jbthestatuss GLOBUS _-
GRAM_PROTOCOL_JOB_STATE_FAILED.

Returns:
Upon succesglobus_gram_protocol_unpack status_update_messega(hsGLOBUS SUCCES&hd modi-
es the job_contact status andfailure_codeparameters as described above. If an error occurs, an integer error
code is returned and the values pointed to byjole contact status andfailure_codeparameters are unde ned.

Return values:
GLOBUS_ SUCCESSSucess

GLOBUS GRAM_PROTOCOL_ERROR_NULL_PARAMETERull parameter
GLOBUS _GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch

4.9.1.8 int globus_gram_protocol_unpack_status_update_message_ with_extensions (const globus_byte t
reply, globus_size teplysize globus_hashtable_t extension$

Unpack a GRAM status update message with extensions.

Theglobus_gram_protocol_unpack_status_update_message_with_exterfsioctsgh parses the message packed in
thereply parameter, storing the message attribute values in its return pararegnasions The caller is responsible
for freeing theextension$ash table by callinglobus_gram_protocol_hash_destray()

Parameters:
reply The unframed reply message to parse.

replysize The length of the reply message.

extensionsAn output parameter which will be initialized to a hashtable containing the message attributes. The
caller must destroy this hashtable calligigbus_gram_protocol_hash_destroy()

Returns:
Upon successglobus_gram_protocol_unpack_status_update_message_with_extensetnsis GLOBUS _-
SUCCESSnd modi es theextensiongparameter as described above. If an error occurs, an integer error code
is returned and the value pointed to by théensionparameters is unde ned.

Return values:
GLOBUS SUCCESSSucess

GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDMalloc failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch

4.9.1.9 void globus_gram_protocol_hash_destroy (globus_hashtable_message_hagh

Destroy message attribute hash.

Parameters:
message_hasiHashtable of globus_gram_protocol_extensionvalues to destroy
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5 globus gram protocol Page Documentation

5.1 GRAM Protocol De nition

The GRAM Protocol is used to handle communication between the Gatekeeper, Job Manager, and GRAM Clients.
The protocol is based on a subset of the HTTP/1.1 protocol, with a small set of message types and responses sent as
the body of the HTTP requests and responses. This document describes GRAM Protocol version 2.

Framing GRAM messages are framed in HTTP/1.1 messages. However, only a small subset of the HTTP speci ca-
tion is used or understood by the GRAM system. All GRAM requests are HTTP POST messages. Only the following
HTTP headers are understood:

e Host

Content-Type (set to "application/x-globus-gram" in all cases)

Content-Length

« Connection (set to "close" in all HTTP responses)

Only the following status codes are supported in response's HTTP Status-Lines:

200 OK

403 Forbidden

404 Not Found

500 Internal Server Error

400 Bad Request

Message Format All messages use the carriage return (ASCII value 13) followed by line feed (ASCII value 10) se-
guence to delimit lines. In all cases, a blank line separates the HTTP header from the message bpgiicétiion/x-
globus-gram message bodies consist of attribute names followed by a colon, a space, and then the value of the at-
tribute. When the value may contain a newline or double-quote character, a special escaping rule is used to encapsulate
the complete string. This encapsulation consists of surrounding the string with double-quotes, and escaping all double-
guote and backslash characters within the string with a backslash. All other characters are sent without modi cation.
For example, the string

rsl: &( executable = "/bin/echo" )
( arguments = "hello" )

becomes

rsl: "&( executable = \"bin/echo\" )
(arguments = \"hello\" )"

This is the only form of quoting whiclapplication/x-globus-gram messages support. Use of HEX HEX escapes
(such as seen in URL encodings) is not meaningful for this protocol.

Message Types
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Ping Request A ping request is used to verify that the gatekeeper is con gured properly to handle a named service.
The ping request consists of the following:

POST ping/ job-manager-name  HTTP/1.1
Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size

protocol-version: version

The values of the message-speci c strings are

job-manager-name The name of the service to have the gatekeeper check. The service name corresponds to
one of the gatekeeper's con gured grid-services, and is usually of the form "jobmaragerscheduler-
type</em>".

host-name The name of the host on which the gatekeeper is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol de ned in this document, the value
must be the string "2".

Job Request A job request is used to scheduler a job remotely using GRAM. The ping request consists of the HTTP
framing described above with the request-URI consistinglmfmanager-namevherejob-manager namis the name
of the service to use to schedule the job. The format of a job request message consists of the following:

POST job-manager-name [@ user-name ] HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
job-state-mask: mask
callback-url: callback-contact
rsl: rsl-description

The values of the emphasized text items are as below:

job-manager-name The name of the service to submit the job request to. The service name corresponds to one of the
gatekeeper's con gured grid-services, and is usually of the form "jobmarage® scheduler-type/ent".

user-name Starting with GT4.0, a client may request that a certain account by used by the gatekeeper to start the job
manager. This is done optionally by appending the @ symbol and the local user name that the job should be run
as to thgob-manager-namelf the @ and username are not present, then the rst grid map entry will be used.
If the client credential is not authorized in the grid map to use the speci ed account, an authorization error will
occur in the gatekeeper.

host-name The name of the host on which the gatekeeper is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

Generated on Sat Feb 6 16:01:11 2010 for globus gram protocol by Doxygen



5.1 GRAM Protocol De nition 28

version The version of the GRAM protocol which is being used. For the protocol de ned in this document, the value
must be the string "2".

mask An integer representation of the job state mask. This value is obtained from a bitwise-OR of the job state values
which the client wishes to receive job status callbacks about. These meanings of the various job state values are
de ned in theGRAM Protocol API documentation

callback-contact A https URL which de nes a GRAM protocol listener which will receive job state updates. The
from a bitwise-OR of the job state values which the client wishes to receive job status callbacks about. The job
status update messages are de hetbw.

rsl-description A quoted string containing the RSL description of the job request.

Status Request A status request is used by a GRAM client to get the current job state of a running job. This type
of message can only be sent to a job manager's job-contact (as returned in the reply to a job request message). The
format of a job request message consists of the following:

POST job-contact HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
"status”

The values of the emphasized text items are as below:

job-contact The job contact string returned in a response to a job request message, or determined by querying the
MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol de ned in this document, the value
must be the string "2".

Callback Register Request A callback register request is used by a GRAM client to register a new callback contact
to receive GRAM job state updates. This type of message can only be sent to a job manager's job-contact (as returned
in the reply to a job request message). The format of a job request message consists of the following:

POST job-contact HTTP/1.1

Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size

protocol-version: version
"register <em>mask</em> <em>callback-contact</em>"

The values of the emphasized text items are as below:

job-contact The job contact string returned in a response to a job request message, or determined by querying the
MDS system.
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host-name The name of the host on which the job manager is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol de ned in this document, the value
must be the string "2".

mask An integer representation of the job state mask. This value is obtained from a bitwise-OR of the job state values
which the client wishes to receive job status callbacks about. These meanings of the various job state values are
de ned in theglobus_gram_protocol_job_stat¢ GRAM Protocol APl documentation™.

callback-contact A https URL which de nes a GRAM protocol listener which will receive job state updates. The
from a bitwise-OR of the job state values which the client wishes to receive job status callbacks about. The job
status update messages are de gtbus_gram_protocol_job_state updatsdow".

Callback Unregister Request A callback unregister request is used by a GRAM client to request that the job
manager no longer send job state updates to the speci ed callback contact. This type of message can only be sent
to a job manager's job-contact (as returned in the reply to a job request message). The format of a job request message
consists of the following:

POST job-contact HTTP/1.1

Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size

protocol-version: version
"unregister <em>callback-contact</em>"

The values of the emphasized text items are as below:

job-contact The job contact string returned in a response to a job request message, or determined by querying the
MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol de ned in this document, the value
must be the string "2".

callback-contact A https URL which de nes a GRAM protocol listener which should no longer receive job state
updates. The from a bitwise-OR of the job state values which the client wishes to receive job status callbacks
about. The job status update messages are debe&niv.

Job Cancel Request A job cancel request is used by a GRAM client to request that the job manager terminate a
job. This type of message can only be sent to a job manager's job-contact (as returned in the reply to a job request
message). The format of a job request message consists of the following:

POST job-contact HTTP/1.1

Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size
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protocol-version: version
"cancel"

The values of the emphasized text items are as below:
job-contact The job contact string returned in a response to a job request message, or determined by querying the
MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol de ned in this document, the value
must be the string "2".

Job Signal Request A job signal request is used by a GRAM client to request that the job manager process a signal
for a job. The arguments to the various signals are discussed gidhes_gram_protocol_job_signadécumenta-
tion.

POST job-contact HTTP/1.1

Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size

protocol-version: version
"<em>signal</em>"

The values of the emphasized text items are as below:

job-contact The job contact string returned in a response to a job request message, or determined by querying the
MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol de ned in this document, the value
must be the string "2".

signal A quoted string containing the signal number and it's parameters.

Job State Updates A job status update message is sent by the job manager to all registered callback contacts when
the job's status changes. The format of the job status update messages is as follows:

POST callback-contact HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
job-manager-url: job-contact
status: status-code

failure-code: failure-code
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The values of the emphasized text items are as below:

callback-contact The callback contact string registered with the job manager either by being passedatiek-
contactin a job request message or in a callback register message.
host-name The host part of the callback-contact URL. This exists only for compatibility with the HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol de ned in this document, the value
must be the string "2".

job-contact The job contact of the job which has changed states.

Proxy Delegation A proxy delegation message is sent by the client to the job manager to initiate a delegation
handshake to generate a new proxy credential for the job manager. This credential is used by the job manager or the
job when making further secured connections. The format of the delegation message is as follows:

POST callback-contact HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
"renew"

If a successful (200) reply is sent in response to this message, then the client will procede with a GSI delegation
handshake. The tokens in this handshake will be framed with a 4 byte big-endian token length header. The framed
tokens will then be wrapped using the GLOBUS_10_SECURE_CHANNEL_MODE_SSL_WRAP wrapping mode.
The job manager will frame response tokens in the same manner. After the job manager receives its nal delegation
token, it will respond with another response message that indicates whether the delegation was processed or not. This
response message is a standard GRAM response message.

Note on Security Attributes The following security attributes are needed to communicate with the Gatekeeper:

 Authentication must be done using GSSAPI mutual authentication

« Messages must be wrapped with support for the delegation message. When using Globus 1/O, this is accom-
plished by using the the GLOBUS_10_SECURE_CHANNEL_MODE_GSI_WRAP wrapping mode.

Changes 2004-08-11 Added information about gridmap choosing
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