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1 Globus GRAM Protocol

It is used by the GRAM Client and GRAM Job Manager. It provides the constants used by in the sending and
receiving of GRAM messages. It also provides functions to encode GRAM requests and replies, and to send and
receive the GRAM queries.

* GRAM Protocol Functions

Job States

* Signals

GRAM Errors

GRAM Protocol Message Format

2 globus gram protocol Module Index

2.1 globus gram protocol Modules

Here is a list of all modules:

Functions 2
Error Messages 5
Message Framing 6
Message I/0 8
Message Packing 15
Message Unpacking 21

GRAM Signals 2

GRAM Job States 3

GRAM Error codes 4



3 globus gram protocol Page Index

3.1 globus gram protocol Related Pages

Here is a list of all related documentation pages:

GRAM Protocol Definition

4 globus gram protocol Module Documentation

4.1 Functions

Collaboration diagram for Functions:

Modules

* Error Messages

* Message Framing
Message I/O

« Message Packing

« Message Unpacking

4.2 GRAM Signals

Enumerations

* enumglobus_gram_protocol_job_signaf_t
GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_CANCEL1,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_SUSPENL?,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_RESUMES,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_PRIORITY4,

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_REQUEST5,

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_EXTENDS,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_STDIO_UPDAEE?,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_STDIO_SIZES,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_STOP_MANAGEFD,
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_EN®10}

26



4.2.1 Detailed Description
4.2.2 Enumeration Type Documentation

4.2.2.1 enunglobus_gram_protocol_job_signal_t
GRAM Signals.

Enumerator:
GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_CANCELCancel a job.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_SUSPENBuspend a job.
GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_RESUMEResume a previously suspended job.
GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_PRIORITYChange the priority of a job.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_REQUESTSignal the job manager to com-
mence with a job submission if the job request was accompanied by the (two_state=yes) RSL attribute.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_EXTENDSignal the job manager to wait an
additional number of seconds (specified by an integer value string as the signal's argument) before
timing out a two-phase job commit.

GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_STDIO_UPDATESIignal the job manager to change the
way it is currently handling standard output and/or standard error.
The argument for this signal is an RSL containing retdout stderr, stdout_positionstderr_position
orremote_io_urkelations.

GLOBUS GRAM_PROTOCOL_JOB_SIGNAL_STDIO_SIZESignal the job manager to verify that
streamed I/O has been completely received.

The argument to this signal contains the number of bytes of stdout and stderr received, separated by a
space. The reply to this signal will be a SUCCESS message if these matched the amount sent by the
job manager. Otherwise, an error reply indicating GLOBUS_GRAM_PROTOCOL_ERROR_STDIO_-
SIZE is returned. If standard output and standard error are merged, only one number should be sent
as an argument to this signal. An argument of -1 for either stream size indicates that the client is not
interested in the size of that stream.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_STOP_MANAGERSignal the job manager to stop man-
aging the current job and terminate.

The job continues to run as normal. The job manager will send a state change callback with the job
status being FAILED and the error GLOBUS_GRAM_PROTOCOL_ERROR_JM_STOPPED.

GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_COMMIT_ENDSignal the job manager to clean up af-
ter the completion of the job if the job RSL contained the (two-phase = yes) relation.

4.3 GRAM Job States

The globus_gram_protocol_job_state_t contains information about the current state of the job as known by the job
manager.

Enumerations

» enumglobus_gram_protocol_job_statd t
GLOBUS_GRAM_PROTOCOL_JOB_STATE_PENDIN$1,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_ACTIVE?2,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_FAILEDA4,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_DONES,



GLOBUS_GRAM_PROTOCOL_JOB_STATE_SUSPENDEL1S,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_UNSUBMITTED32,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_STAGE_H\64,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_STAGE_OWTL28,
GLOBUS_GRAM_PROTOCOL_JOB_STATE_AL£ OXFFFFF }

4.3.1 Detailed Description

The globus_gram_protocol_job_state_t contains information about the current state of the job as known by the job
manager.

Job state changes are sent by the Job Manager to all registered clients. A client may ask for information from the
job manager via the status request.

4.3.2 Enumeration Type Documentation

4.3.2.1 enunglobus_gram_protocol_job_state t
GRAM Job States.

Enumerator:
GLOBUS_GRAM_PROTOCOL_JOB_STATE_PENDINGThe job is waiting for resources to become
available to run.

GLOBUS GRAM_PROTOCOL_JOB_STATE_ACTIVEThe job has received resources and the applica-
tion is executing.
GLOBUS_GRAM_PROTOCOL_JOB_STATE_FAILEDThe job terminated before completion because
an error, user-triggered cancel, or system-triggered cancel.
GLOBUS_GRAM_PROTOCOL_JOB_STATE_DONEThe job completed successfully.
GLOBUS GRAM_PROTOCOL_JOB_STATE_SUSPENDEDhe job has been suspended.
Resources which were allocated for this job may have been released due to some scheduler-specific
reason.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_UNSUBMITTEDThe job has not been submitted to
the scheduler yet, pending the reception of the GLOBUS_GRAM_PROTOCOL_JOB_SIGNAL_-
COMMIT_REQUEST signal from a client.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_STAGE_INrhe job manager is staging in files to run the
job.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_STAGE_OUThe job manager is staging out files gener-
ated by the job.

GLOBUS_GRAM_PROTOCOL_JOB_STATE_ALLA mask of all job states.

4.4 GRAM Error codes

Enumerations

¢ enumglobus_gram_protocol_error_t

4.4.1 Detailed Description
4.4.2 Enumeration Type Documentation

4.4.2.1 enumglobus_gram_protocol_error_t
GRAM Error codes.



4.5 Error Messages

Collaboration diagram for Error Messages:

Functions in this section handle converting GRAM error codes to strings which can help the user diagnose GRAM
problems.

Functions

 const chak globus_gram_protocol_error_striigt error_code)
« void globus_gram_protocol_error_7_hack_replace_medqsagst chakmessage)
« void globus_gram_protocol_error_10_hack_replace _megsagst chaxkmessage)

4.5.1 Detailed Description

Functions in this section handle converting GRAM error codes to strings which can help the user diagnose GRAM
problems.

4.5.2 Function Documentation

4.5.2.1 const chax globus_gram_protocol_error_string (int error_codg
Get a description of a a GRAM error code.

The globus_gram_protocol_error_stringfunction takes a GRAM error code value and returns the associated
error code string for the message. The string is statically allocated by the GRAM Protocol library and should not
be modified or freed by the caller. The string is intended to complete a sentence of the form "[operation] failed
because ..."

Parameters:
error_code The error code to translate into a string.

Returns:
The globus_gram_protocol_error_stringfunction returns a static string containing an explanation of the
error.

4.5.2.2 void globus_gram_protocol_error_7_hack_replace_message (const chanessagge
Replace the error message associated with error 7 with a custom message.

Theglobus_gram_protocol_error_7_hack_replace_messdgegtion creates a custom version of the error mes-
sage for the erro6LOBUS_GRAM_PROTOCOL_ERROR_AUTHORIZATIDON string pointed to by thees-
sageparameter is copied to thread-local storage, and subsequent cgltsbtes_gram_protocol_error_string()
with this error number will return this copy of the string. Each tiglebus_gram_protocol_error_7_hack_-
replace_messagéd§) called for a particular thread, the previous message is freed.

The purpose of this function is to allow more meaningful error messages to be generated when authentication
failures occur. In particular, the specific GSSAPI error reason can be used in place of a generic authorization
failure message.



Parameters:
messageThe new message to be associated with the GLOBUS_GRAM_PROTOCOL_ERROR_-
AUTHORIZATION error code.

Note:
Since Globus 5.0.0, this function uses thread-specific storage, so that the value returgkdbusy -
gram_protocol_error_stringfpr GLOBUS_GRAM_PROTOCOL_ERROR_AUTHORIZATION is that for
the last authorization error whegbobus_gram_protocol_error_7_hack_replace_messaga$) called from
this thread.

4.5.2.3 void globus_gram_protocol_error_10_hack_replace_message (const chanessage
Replace the error message associated with error 10 with a custom message.

Theglobus_gram_protocol_error_10_hack_replace_messdge¢tion creates a custom version of the error mes-
sage for the erroGLOBUS_GRAM_PROTOCOL_ERROR_PROTOCOL_FAILHI2 string pointed to by the
messag@arameter is copied to thread-local storage, and subsequent gatlets gram_protocol_error_string()
with this error number will return this copy of the string. Each tigiebus_gram_protocol_error_10_hack_-
replace_messagéf) called for a particular thread, the previous message is freed.

The purpose of this function is to allow more meaningful error messages to be generated when protocol errors
occur. In particular, the specific XIO error reason can be used in place of a generic protocol failure message.

Parameters:
messageThe new message to be associated with the GLOBUS_GRAM_PROTOCOL_ERROR_-
PROTOCOL_FAILED error code.

Note:
Since Globus 5.0.0, this function uses thread-specific storage, so that the value retughgloubygram_-
protocol_error_string(jor GLOBUS_GRAM_PROTOCOL_ERROR_PROTOCOL_FAILED is that for the
last authorization error whegdobus_gram_protocol_error_10_hack_replace_messagag)called from this
thread.

4.6 Message Framing

Collaboration diagram for Message Framing:

Message Framing

The functions in this section frame a GRAM request, query, or reply message with HTTP headers compatible with
the GRAM2 protocol parsers in GT2 GT3, and GT4.

Functions

« int globus_gram_protocol_frame_requésinst charurl, const globus_byte stmsg, globus_size_t msg-
size, globus_byte st«framedmsg, globus_sizextramedsize)

* int globus_gram_protocol_frame_rep(ynt code, const globus_byte #msg, globus_size_t msgsize,
globus_byte t«framedmsg, globus_sizexframedsize)

4.6.1 Detailed Description

The functions in this section frame a GRAM request, query, or reply message with HTTP headers compatible with
the GRAM2 protocol parsers in GT2 GT3, and GT4.



These functions should be used when an application wants to control the way that the GRAM Protocol messages
are sent, while still using the standard message formatting and framing routines. An alternative set of functions in
theMessage I/Gsection of the manual combine message framing with callback-driven 1/0.

4.6.2 Function Documentation

4.6.2.1 int globus_gram_protocol_frame_request (const char url, const globus_byte t msg globus_-
size_tmsgsizeglobus_byte t«« framedmsgglobus_size_t framedsizé¢

Create a HTTP-framed copy of a GRAM request.

The globus_gram_protocol_frame_requeshinction adds HTTP 1.1 framing around the input message. The
framed message includes HTTP headers relating the the destination URL and the length of the message content.
The framed message is returned by modifyfirgnedmsdo point to a newly allocated string. The integer pointed

to by theframedsizgparameter is set to the length of this message.

Parameters:
url The URL of the GRAM resource to contact. This is parsed and used to generate the HTTP POST opera-
tion destination and the Host HTTP header.

msg A string containing the message content to be framed.
msgsizeThe length of the string pointed to logsg

framedmsgAn output parameter which will be set to a copy of thegstring with an HTTP frame around
it.

framedsize An output parameter which will be set to the length of the framed message.

Returns:
Upon succesgylobus_gram_protocol_frame_requesi()l return GLOBUS_SUCCESS and tlimmedmsg
andframedsizeparameters will be modified to point to the new framed message string and its length respec-
tively. When this occurs, the caller is responsible for freeing the string pointed fratmgdmsg If an error
occurs, its value will returned and tframedms@ndframedsizgparameters will be uninitialized.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_JOB_CONTACThvalid job contact

4.6.2.2 intglobus_gram_protocol_frame_reply (intode const globus_byte & msg globus_size tnsgsize
globus_byte txx framedmsgglobus_size  framedsizg

Create a HTTP-framed copy of a GRAM reply.

Theglobus_gram_protocol_frame_replyf{nction adds HTTP 1.1 framing around the input message. The framed
message includes HTTP headers relating the the status of the operation being replied to and the length of the
message content. The framed message is returned by modifgmgdmsgo point to a newly allocated string.

The integer pointed to by tHeamedsizeparameter is set to the length of this message.

Parameters:
code The HTTP response code to send along with this reply.

msg A string containing the reply message content to be framed.
msgsizeThe length of the string pointed to lmgsg

framedmsgAn output parameter which will be set to a copy of thegstring with an HTTP reply frame
around it.

framedsize An output parameter which will be set to the length of the framed reply string pointed to by
framedmsg



Returns:
Upon successglobus_gram_protocol_frame_reply@ill return GLOBUS_SUCCESS and tHeamedmsg
andframedsizeparameters will be modified to point to the new framed message string and its length respec-
tively. When this occurs, the caller is responsible for freeing the string pointed fratmgdmsg If an error
occurs, its value will returned and tframedms@ndframedsizgparameters will be uninitialized.

Return values:
GLOBUS_SUCCESSSuccess

4.7 Message I/O

Collaboration diagram for Message 1/O:

The functions in this section are related to sending and receiving GRAM protocol messages.

Typedefs

« typedef unsigned longlobus_gram_protocol_handle_t
« typedef globus_gram_protocol_hash_entrglabus gram_protocol_extension_t

Functions

« int globus_gram_protocol_setup_dtyiobus_io_attr_tattr)

« globus_bool_globus _gram_protocol_authorize_s@gés_ctx_id_t context)

« int globus_gram_protocol_allow_attadichar «xurl, globus_gram_protocol_callback_t callback, void
xcallback_arg)

« int globus_gram_protocol_callback_disall¢gghar=url)

« intglobus_gram_protocol_po&tonst chakurl, globus_gram_protocol_handleshiandle, globus_io_attr_-

t xattr, globus_byte _tmessage, globus_size t message_size, globus_gram_protocol_callback t callback,
void xcallback_arg)

« int globus_gram_protocol_post_delegati¢eonst charxurl, globus_gram_protocol_handle xhandle,
globus_io_attr_tattr, globus_byte_tmessage, globus_size_t message_size, gss_cred_id_t cred_handle,
gss_OID_set restriction_oids, gss_buffer_set t restriction_buffers, OM_uint32 req_flags, OM_uint32
time_req, globus_gram_protocol_callback t callback, woilback arg)

e int globus_gram_protocol_replyglobus_gram_protocol_handle handle, int code, globus_byte -

t xmessage, globus_size t message_size)

< int globus_gram_protocol_accept _delegatigglobus_gram_protocol_handle handle, gss OID_set
restriction_oids, gss_buffer_set _t restriction_buffers, OM_uint32 req_flags, OM_uint32 time_req, globus_-
gram_protocol_delegation_callback_t callback, veadg)

e int globus_gram_protocol_get sec_contexglobus_gram_protocol_handle_thandle, gss_ctx_id_t
xcontext)

4.7.1 Detailed Description

The functions in this section are related to sending and receiving GRAM protocol messages.



4.7.2 Typedef Documentation

4.7.2.1 globus_gram_protocol_handle_t
Unique GRAM protocol identifier.

The globus_gram_protocol_handledata type is used by functions in the GRAM protocol API as a unique dis-
criminant between instances of a callback invocation.

There are no public functions that operate on these handles. They are used as identifiers for callback functions.

4.7.2.2 globus_gram_protocol_extension_t
GRAM protocol extension attribute-value pair.

The globus_gram_protocol_extensiordata type contains an attribute value pair that represents an extension to
the GRAM2 protocol.

4.7.3 Function Documentation

4.7.3.1 intglobus_gram_protocol_setup_attr (globus_io_attr i attr)
Create default I/O attribute for GRAM.

The globus_gram_protocol_setup_attiff)nction creates a new globus_io attribute containing the default set of
values needed for communication between a GRAM client and a job manager. These attributes include:

SO_KEEPALIVE

GSSAPI Mutual Authentication

GSSAPI Self Authorization

» SSL-compatible message wrapping

Parameters:
attr A pointer to aglobus_io_attr_structure which will be initialized by this function.

Returns:
Upon succesglobus_gram_protocol_setup_attnipdifies theattr parameter to point to a new attribute and
returns the valu6LOBUS_SUCCESSVhen this occurs, the caller must destroy the attribute when no longer
needed by calling globus_io_tcpattr_destroy(). If an error occurs, its value will be returned and the attribute
pointed to by thettr parameter will be set to an uninitialized state.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_CONNECTION_FAILEError initializing attribute

4.7.3.2 globus_bool_t globus_gram_protocol_authorize_self (gss_ctx_idontex)

Determine if a GSSAPI context has the same source and target identities.
Theglobus_gram_protocol_authorize_selffijnction implements a predicate which returns true if the source and
destination identities used to establish the GSSAPI security context are the same.

Parameters:
context A GSSAPI security context which has been previously established. The source and target names of
this context will be inspected by this function.



Returns:
If the source and target identies are the same, tgklbus gram_protocol_authorize_self(@turns
GLOBUS_TRUEotherwise, this function returfSLOBUS_FALSE

Return values:
GLOBUS_TRUE The source and target identities are the same.

GLOBUS_FALSE The source and target identities are not the same or this function is unabled to inspect the
security context.

4.7.3.3 int globus_gram_protocol_allow_attach (chaxx url, globus_gram_protocol_callback_tcallback,
void * callback_arg

Create a GRAM protocol service listener.

The globus_gram_protocol_allow_attachif)nction creates a GRAM protocol listener to which other processes
can send GRAM protocol messages. The listener will automatically accept new connections on it's TCP/IP port
and parse GRAM requests. The requests will be passed to the function pointed tochjilibek parameter for

the application to unpack, handle, and send a reply by callioigus_gram_protocol_reply()

Parameters:
url An output parameter that will be initialized to point to a string that will hold the URL of the new listener.
This URL may be published or otherwise passed to applications which need to contact this GRAM
protocol server. The URL will be of the forimtps://host:port/.

callback A pointer to a function to be called when a new request has been received by this listener. This
function will be passed the request, which may be unpacked using one of the functions described in the
message packingection of the documentation.

callback_arg A pointer to arbitrary user data which will be passed to the callback function as its first param-
eter.

Returns:
Upon succesglobus_gram_protocol_allow_attach@turnsGLOBUS_SUCCES&nhd modifies theurl pa-
rameter to point to a newly allocated string. The caller is then responsible for freeing this string. If an error
occurs, an integer error code will be returned andutthg@arameter value will be uninitialized.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCH® resources

See also:
globus_gram_protocol_callback_disallow()

4.7.3.4 int globus_gram_protocol_callback_disallow (cha# url)
Stop a GASS protocol listener from handling new requests.

Theglobus_gram_protocol_callback_disallow(inction stops the listener named by the value ofuigparame-
ter from receiving any new requests. It also frees memory used internally by the GRAM protocol implementation
to handle requests for this listener.

Theglobus_gram_protocol_callback_disallowf(nction will wait until all requests being processed by this lis-
tener have completed processing. Ogtebus gram_protocol_callback disallow@turns, no further request
callbacks will occur for the listener.


https://host:port/.

Parameters:
url A pointer to the URL string which names the listener to disable.

Returns:
Upon success, thglobus_gram_protocol_callback_disallowfinction returnsGLOBUS_SUCCESS&nd
frees internal state associated with the listener named byrthgarameter. If an error occurs, its integer
error code value will be returned and no listener will be affected.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_JOB_CONTACTalid job contact
GLOBUS_GRAM_PROTOCOL_ERROR_CALLBACK_NOT_FOUNDallback not found

See also:
globus_gram_protocol_allow_attach()

4.7.3.5 int globus_gram_protocol_post (const char url, globus gram_protocol_handle_tx handle
globus_io_attr t « attr, globus_byte tx messagge globus_size tmessage_sizeglobus_gram_protocol_-
callback_t callback void « callback _arg

Post a GRAM protocol request to a GRAM server.

Theglobus_gram_protocol_postijnction initiates a GRAM protocol message exchange with a GRAM protocol
listener. It returns after framing the message and initiating the connection. When the message exchange is com-
plete, the function pointed to bsallbackis invoked either in another thread or when a non-threaded application
calls theglobus_poll()or globus_cond_wait(junctions.

Parameters:
url A pointer to a string containing the URL of the server to post the request to. This URL must be an HTTPS
URL naming a GRAM service resource.

handle A pointer to aglobus_gram_protocol_handlewthich will be initialized with a unique handle iden-
tifier. This identifier will be passed to thellbackfunction to allow the caller to differentiate replies
to multiple GRAM Protocol requests. This pointer may be NULL if the caller will not have multiple
simultaneous requests.

attr A pointer to a Globus 1/O attribute set, which will be used as parameters when connecting to the GRAM
server. The value ddittr may be NULL, in which case, the default GRAM Protocol attributes will be
used (authentication to self, SSL-compatible transport, with message integrity).

messageA pointer to a message string to be sent to the GRAM server. This is normally created by calling
one of the GRAM Protocgback functions. This message need not be NULL terminated as the length
is passed in thenessage_sizgarameter.

message_siz& he length of thanessagetring. Typically generated as one of the output parameters to one
of the GRAM Protocopack functions.

callback A pointer to a function to call when the response to this message is received or the message exchange
fails. This may be NULL, in which case no callback will be received, and the caller will be unable to
verify whether the message was successfully received.

callback _arg A pointer to application-specific data which will be passed to the function pointed talby
backas its first parameter. This may be NULL if the application has a Nldhllback or does not
require the pointer to establish its context in the callback.

Returns:
Upon succesglobus_gram_protocol_post(eturns GLOBUS_SUCCESS, initiates the message exchange,
registers the function pointed to loallbackto be called when the exchange completes or fails, and modifies
thehandleparameter if itis non-NULL. If an error occurs, its error code will be returnedh#imelleparameter
will be uninitialized and the function pointed to ballbackwill not be called.



Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_JOB_CONTACTalid job contact
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCE® resources

Note:
There is no way to time out or cancel a service request that is begugletihs _gram_protocol_post()

See also:
globus_gram_protocol_reply()

4.7.3.6 int globus_gram_protocol_post_delegation (const chas url, globus_gram_protocol_handle_t«
handle, globus_io_attr_t« attr, globus_byte t+ messageglobus_size_imessage_sizegjss_cred_id_tcred_-
handle gss_OID_setestriction_oids gss_buffer_set_testriction_buffers OM_uint32 req_flags OM_uint32
time_req globus_gram_protocol_callback_tallback void * callback_arg

Post a GRAM protocol delegation request to a GRAM server.

The globus_gram_protocol_post_delegatiofignction initiates a GRAM protocol delegation exchange with a
GRAM protocol listener. The delegation protocol is a custom mix of HTTP and SSL records.

The globus_gram_protocol_post_delegatiofifhction returns after framing the message and initiating the con-
nection to be used for delegation. When the message exchange is complete, the function pointatitiadkys
invoked either in another thread or when a non-threaded application cajothes_poll()or globus_cond_wait()
functions.

Parameters:
url A pointer to a string containing the URL of the server to post the request to. This URL must be an HTTPS
URL naming a GRAM service resource.

handle A pointer to aglobus_gram_protocol_handlewtich will be initialized with a unique handle iden-
tifier. This identifier will be passed to thmallbackfunction to allow the caller to differentiate replies
to multiple GRAM Protocol requests. This pointer may be NULL if the caller will not have multiple
simultaneous requests.

attr A pointer to a Globus 1/O attribute set, which will be used as parameters when connecting to the GRAM
server. The value ddittr may be NULL, in which case, the default GRAM Protocol attributes will be
used (authentication to self, SSL-compatible transport, with message integrity).

messageA pointer to a message string to be sent to the GRAM server. This is normally created by calling
one of the GRAM Protocgback functions. This message need not be NULL terminated as the length
is passed in thenessage_sizgarameter.

message_siz&he length of thenessagetring. Typically generated as one of the output parameters to one
of the GRAM Protocopack functions.

cred_handleHandle to an existing GSSAPI security credential. If this parameter is 8686 C_NO_-
CREDENTIAL. then the current account’s default credential will be used. A proxy credential sharing
the identity of this credential will be delegated to the GRAM protocol server.

restriction_oids A set of OID values indicating the data in trestriction_buffergparameter. This parameter
may have the value GSS_C_NO_OID_SET if there are no restriction buffers.

restriction_buffers A set of binary data buffers which will be included in the delegated credential. The type
of data in these buffers is determined by the OID value®striction_oids This parameter may have
the value GSS_C_EMPTY_BUFFER_SET if there are no extra restrictions to be added to the credential.

req_flags A bitwise-or of GSSAPI flag values to use when delegating the credential @saginit_-
delegation()



time_req An integer value indicating the length of time (in seconds) that the delegated credential should be
valid for. This is an advisory parameter: no error will be returned if a credential with the requested
lifetime can not be created.

callback A pointer to a function to call when the response to this message is received or the message exchange
fails. This may be NULL, in which case no callback will be received, and the caller will be unable to
verify whether the message was successfully received.

callback _arg A pointer to application-specific data which will be passed to the function pointed ¢alby
back as its first parameter. This may be NULL if the application has a Nldhllback or does not
require the pointer to establish its context in the callback.

Returns:
Upon succesglobus_gram_protocol_post_delegatior§jurns GLOBUS_SUCCESS, initiates the message
exchange, registers the function pointed todaylbackto be called when the exchange completes or fails,
and modifies thdnandleparameter if it is non-NULL. If an error occurs, its error code will be returned, the
handleparameter will be uninitialized and the function pointed tachBbackwill not be called. In the case
of a protocol or delegation failure, the callback function will be called withaittercodeparameter set to the
error.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_JOB_CONTACTwalid job contact
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_INVALID REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCE® resources

Note:
There is no way to time out or cancel a service request that is begungleitis_gram_protocol_post_-
delegation()

See also:
globus_gram_protocol_reply()

4.7.3.7 intglobus_gram_protocol_reply globus_gram_protocol_handle_tandle, int code globus_byte t
*x messaggeglobus_size_tmessage_size

Reply to a GRAM protocol message.

The globus_gram_protocol_replyfunction sends a response message to a client which initiated a GRAM mes-
sage exchange. Thgobus_gram_protocol_replyflunction composes the message with an HTTP message frame
and then sends it to the client which initiated the exchange.

Parameters:
handle A GRAM protocol handle which is used by this function to determine the network connection to
use for this reply. This must be the same value as was passed as a parameter to the callback function
registered with thglobus_gram_protocol_allow_attacH(nction.

code The HTTP response code. The code should be one from the set described in RFC 2616.

messageA pointer to a message string to be sent to the GRAM client. This is normally created by calling
one of the GRAM Protocgback functions. This message need not be NULL terminated as the length
is passed in thenessage_sizgarameter.

message_siz&@he length of thanessagetring. Typically generated as one of the output parameters to one
of the GRAM Protocopack functions.



Returns:
Upon successglobus_gram_protocol_reply@eturns GLOBUS_SUCCESS, frames thmssagewith an
HTTP header and initiates sending the message to the client. The caller must not try to use the value of
thehandleparameter after this function returns. If an error occurs, its integer error code will be returned.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCHE® Resources

See also:
globus_gram_protocol_allow_attach()

4.7.3.8 intglobus_gram_protocol_accept_delegatioglpbus_gram_protocol_handle_tandle gss_OID_-
set restriction_oids gss_buffer_set_trestriction_buffers OM_uint32 req_flags OM_uint32 time_req
globus_gram_protocol_delegation_callback_tallback void * arg)

Perform the server-side of the GSSAPI delegation handshake to receive a new delegated credential.

Theglobus_gram_protocol_accept_delegatidiuf)ction performs the service side accepting of a GRAM protocol
delegation exchange with a GRAM protocol client. This is performed after the delegation HTTP message has been
unpacked by the application.

Theglobus_gram_protocol_accept_delegatidinf)ction returns after processing the GSSAPI handshake, passing
the delegated credential or error information to the function pointed to byatfiteack parameter.

Parameters:
handle A GRAM protocol handle on which the server received a protocol refresh message.
restriction_oids A set of OID values indicating the data in trestriction_buffergparameter. This parameter
may have the value GSS_C_NO_OID_SET if there are no restriction buffers.
restriction_buffers A set of binary data buffers which will be included in the delegated credential. The type
of data in these buffers is determined by the OID valuegstriction_oids This parameter may have
the value GSS_C_EMPTY_BUFFER_SET if there are no extra restrictions to be added to the credential.

reg_flags A bitwise-or of GSSAPI flag values to use when delegating the credential @s8aginit_-
delegation()

time_req An integer value indicating the length of time (in seconds) that the delegated credential should be
valid for. This is an advisory parameter: no error will be returned if a credential with the requested
lifetime can not be created.

callback A pointer to a function to call when the delegation handshake has completed or failed. This function
will be passed the value @&rg as well as the handle and delegated credential or erorr that occurred
processing the delegation messages.

arg A pointer to application-specific data which will be passed to the function pointed ¢talliyackas its
first parameter. This may be NULL if the application has a NUtdllback or does not require the
pointer to establish its context in the callback.

Returns:
Upon successglobus_gram_protocol_accept_delegationéjurns GLOBUS_SUCCESS and registers the
function pointed to byallbackto be called after the delegation completes or fails. If an error ocglaisys_-
gram_protocol_accept_delegatiomfturns an integer error code and ttatlbackfunction is not registered.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDMalloc failed
GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESTnvalid request
GLOBUS_GRAM_PROTOCOL_ERROR_NO_RESOURCE® resources



4.7.3.9 int globus_gram_protocol_get _sec_contexdlobus_gram_protocol_handle_thandle gss_ctx_id t
x contex)

Get a reference to the GSSAPI security context associated with a GRAM protocol handle.

The globus_gram_protocol_get_sec_conteftif)ction retrieves a reference to the GSSAPI security context as-
sociated with a particular GRAM protocol handle. This context may be inspected by the caller but must not
be destroyed by the caller. Thyobus _gram_protocol_get_sec_conteftif)ction must only be called after the
GRAM protocol library has called theallbackfunction associated with a GRAM protocol message exchange.

Parameters:
handle The GRAM protocol handle associated with a GRAM protocol message exchange.

context The GSSAPI security context associated with the protocol handle.

Returns:
Upon succesglobus_gram_protocol_get sec_conteréfurns GLOBUS SUCCESS and modifies tioa-
text parameter to point to the security context associated witth#melleparameter. If an error occurs, an
interger error code is returned and the value ofdbetextparameter is undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_INVALID_REQUESThwalid request

4.8 Message Packing

Collaboration diagram for Message Packing:

Message Packing

Functions

« int globus_gram_protocol_pack_job_requ@st job_state_mask, const charallback_url, const chaursl,
globus_byte_txquery, globus_size sguerysize)

« int globus_gram_protocol_pack _job_request_refaht status, const chaxjob_contact, globus_byte -
t xxreply, globus_size streplysize)

« int globus_gram_protocol_pack_job_request _reply with_extengiohstatus, const chafjob_contact,
globus_hashtable sextensions, globus_bytexreply, globus_size streplysize)

« int globus_gram_protocol_pack_status requéstnst char xstatus_request, globus_bytext&query,
globus_size tquerysize)

 int globus_gram_protocol_pack_status_refflgt job_status, int failure_code, int job_failure code,
globus_byte txreply, globus_size_treplysize)

« int globus_gram_protocol_pack_status_reply_with_extengjimgob_status, int failure_code, int job_-
failure_code, globus_hashtable:extensions, globus_bytextreply, globus_size treplysize)

« int globus_gram_protocol_pack_status_update_mes&dge «job_contact, int status, int failure_code,
globus_byte txreply, globus_size sreplysize)

« intglobus_gram_protocol_pack_status_update_message with_extgob@Em$ob_contact, int status, int
failure_code, globus_hashtableseixtensions, globus_bytextreply, globus_size treplysize)

* int globus_gram_protocol_pack_version_reqekarsxrequest, size_strequestsize)



4.8.1 Function Documentation

4.8.1.1 int globus_gram_protocol_pack_job_request (inbb_state_maskconst charx callback_url, const
char = rsl, globus_byte t«x query, globus_size t querysizg

Pack a GRAM Job Request.

Theglobus_gram_protocol_pack_job_request()ction combines its parameters into a GRAM job request mes-
sage body. The caller may frame and send the resulting message by ghiling gram_protocol_postér just
frame it by callingglobus_gram_protocol_frame_requesif)d send it by some other mechanism. ghebus_-
gram_protocol_pack_job_requeshinction returns the packed message by modifyinggbery parameter to
point to a new string containing the message. The caller is responsible for freeing that string.

Parameters:
job_state_maskThe bitwise-or of the GRAM job states which the client would like to register for job state
change callbacks.

callback_url A callback contact string which will be contacted when a job state change which matches the
job_state_maskccurs. This may be NULL, if the client does not wish to register a callback contact
with this job request. Typically, this value is returned in the parameter tglobus_gram_protocol_-
allow_attach()

rsl An RSL string which contains the job request. This will be processed on the server side.
query An output parameter which will be set to a new string containing the packed job request message. The
caller must free this memory by calling free()

guerysizeAn output parameter which will be populated with the length of the job request message returned
in query,

Returns:
Upon successglobus_gram_protocol_pack_job_requestjurns GLOBUS_SUCCESS and modifies the
gueryandquerysizeparameters to point to the values described above.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_NULL_PARAMETERull parameter

4.8.1.2 int globus_gram_protocol_pack_job_request_reply (instatus const charx job_contact globus_-
byte txx reply, globus_size_ t replysize¢

Pack a GRAM reply message.

Theglobus_gram_protocol_pack _job_request_replyfijction combines its parameters into a GRAM reply mes-
sage body. The caller may frame and send the resulting message by ghiling _gram_protocol_replyr just
frame it by callingglobus_gram_protocol_frame_replyghd send it by some other mechanism. Thebus_-
gram_protocol_pack_job_request_replfifhction returns the packed message by modifyingdipdy parameter

to point to a new string containing the message. The caller is responsible for freeing that string.

Parameters:
status The job’s failure code if the job failed, or O, if the job request was processed successfully.
job_contact A string containing the job contact string. This may be NULL, if the job request was not suc-
cessful.
reply A pointer which will be set to the packed reply string The caller must free this string by calling free().
replysize A pointer which will be set to the length of the reply string.

Returns:
Upon succesgylobus_gram_protocol_pack_job_request_rephgfurnsGLOBUS_SUCCES&nd modifies
thereply andreplysizeparameters to point to the values described above. If an error occurs, an integer error
code is returned and the values pointed tadply andreplysizeare undefined.



Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDOuUt of memory

4.8.1.3 intglobus_gram_protocol_pack job_request reply with_extensions (istatus const charx job_-
contact globus_hashtable_# extensionsglobus_byte t«x reply, globus_size t replysizg

Pack a GRAM reply message with extension attributes.

The globus_gram_protocol_pack_job_request_reply with_extensifuns¢fion combines its parameters into a
GRAM reply message body. The caller may frame and send the resulting message bygtabing gram_-
protocol_reply()or just frame it by callingglobus_gram_protocol_frame_replhd send it by some other mech-
anism. Theglobus_gram_protocol_pack_job_request_reply with_extensifursgjion returns the packed mes-
sage by modifying theeply parameter to point to a new string containing the message. The caller is responsible
for freeing that string.

Parameters:
status The job’s failure code if the job failed, or O, if the job request was processed successfully.

job_contact A string containing the job contact string. This may be NULL, if the job request was not suc-
cessful.

extensionsA pointer to a hash table keyed on a string attribute name with the hash values being pointers
to globus_gram_protocol_extensiorsttuctures. These will be encoded in the reply message after the
standard attributes.

reply A pointer which will be set to the packed reply string The caller must free this string by calling free().
replysize A pointer which will be set to the length of the reply string.

Returns:
Upon success, globus_gram_protocol_pack_job_request_reply_with_extensiomefiirns GLOBUS_-
SUCCES%nd modifies theeply andreplysizeparameters to point to the values described above. If an error
occurs, an integer error code is returned and the values pointedéplyyandreplysizeare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS GRAM_PROTOCOL_MALLOC_FAILEDOut of memory

4.8.1.4 int globus_gram_protocol_pack_status_request (const char status_request globus_byte txx
query, globus_size & querysizé

Pack a GRAM query message.

The globus_gram_protocol_pack_status_requeft(iction combines its parameters into a GRAM status query
message body. The caller may frame and send the resulting message by glalling gram_protocol_post()
or just frame it by callingglobus_gram_protocol_frame_requesaf)d send it by some other mechanism. The
globus_gram_protocol_pack_status_requefit(jction returns the packed message by modifyinggtery pa-
rameter to point to a new string containing the message. The caller is responsible for freeing that string.

Parameters:
status_requestA string containing the type of query message to send, including any query parameters. The
valid strings supported by GRAM in GT5 are:
* status
* register
e unregister



* signal
e renew
 cancel

guery An output parameter which will be set to a new string containing the packed job query message.
guerysize An output parameter which will be set to the length of the job query message returmeerin

Returns:
Upon succesgjlobus_gram_protocol_pack_status_requesgfurnsGLOBUS_SUCCES&nhd modifies the
gueryandquerysizeparameters to point to the values described above. If an error occurs, an integer error
code is returned and the values pointed tabgryandquerysizeare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDOut of memory

4.8.1.5 intglobus_gram_protocol_pack_status_reply (irjob_statusint failure_code int job_failure_code
globus_byte txx reply, globus_size # replysiz¢

Pack a GRAM query reply message.

Theglobus_gram_protocol_pack_status_replgf)ction combines its parameters into a GRAM status reply mes-
sage body. The caller may frame and send the resulting message by ghilbing _gram_protocol_replyr just
frame it by callingglobus_gram_protocol_frame_replyghd send it by some other mechanism. Thebus_-
gram_protocol_pack_status_replyfjnction returns the packed message by modifying rdmy parameter to
point to a new string containing the message. The caller is responsible for freeing that string.

Parameters:
job_status The job’s currenjob state

failure_code The error code generated by the query. This may be GLOBUS_SUCCESS if the query suc-
ceeded.

job_failure_code The error code associated with the job if it has failed. This may be GLOBUS_SUCCESS
if the job has not failed.

reply An output parameter which will be set to a new string containing the packed reply message.
replysize An output parameter which will be set to the length of the reply message returregayn

Returns:
Upon succesglobus_gram_protocol_pack_status_rephkgurnsGLOBUS_SUCCES&hd modifies thee-
ply andreplysizeparameters to point to the values described above. If an error occurs, an integer error code
is returned and the values pointed torbply andreplysizeare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDOut of memory

4.8.1.6 intglobus _gram_protocol_pack_status reply with_extensions (ijatb_statusint failure_code int
job_failure_code globus_hashtable t extensionsglobus_byte t«x reply, globus_size # replysizé

Pack a GRAM query reply message with extensions.

Theglobus_gram_protocol_pack_status_reply_with_extensidms¢tion combines its parameters into a GRAM
status reply message body. The caller may frame and send the resulting message bylohlliaggram_-
protocol_reply()or just frame it by callingglobus_gram_protocol_frame_rephahd send it by some other mech-
anism. Thegylobus_gram_protocol_pack_status_reply_with_extensidas¢tion returns the packed message by
modifying thereply parameter to point to a new string containing the message. The caller is responsible for freeing
that string.



Parameters:
job_status The job’s currenjob state

failure_code The error code generated by the query. This may be GLOBUS_SUCCESS if the query suc-
ceeded.

job_failure_code The error code associated with the job if it has failed. This may be GLOBUS_SUCCESS
if the job has not failed.

extensionsA pointer to a hash table containing the names and values of the protocol extensions to add to this
message.

reply An output parameter which will be set to a new string containing the packed reply message.
replysize An output parameter which will be set to the length of the reply message returregayin

Returns:
Upon succesglobus_gram_protocol_pack_status_reply with_extensioe(nsGLOBUS SUCCESsd
modifies theeplyandreplysizgparameters to point to the values described above. If an error occurs, an integer
error code is returned and the values pointed toepy andreplysizeare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_MALLOC_FAILEDOut of memory

4.8.1.7 int globus_gram_protocol_pack_status_update_message (charjob_contact int status int
failure_code globus_byte_t«x reply, globus_size t replysiz¢

Pack a GRAM status update message.

Theglobus_gram_protocol_pack_status_update_messageflion combines its parameters into a GRAM status
update message body. The caller may frame and send the resulting message bgloallinggram_protocol_-
post()or just frame it by callingglobus_gram_protocol_frame_requesif)d send it by some other mechanism.

The globus_gram_protocol_pack_status_update_messdigeg}ion returns the packed message by modifying

the reply parameter to point to a new string containing the message. The caller is responsible for freeing that
string.

Parameters:
job_contact The job contact string associated with the job.

status The job’s currenjob state

failure_code The error associated with this job request if te&atus value is GLOBUS GRAM._-
PROTOCOL_JOB_STATE_FAILED.

reply An output parameter which will be set to a new string containing the packed status message. The caller
must free this memory by calling free()

replysize An output parameter which will be set to the length of the status message retursptyin

Returns:
Upon succesglobus_gram_protocol _pack status update_messegtefhsGLOBUS SUCCESSd mod-
ifies thereply andreplysizeparameters as described above. If an error occurs, an integer error code is returned
and the values pointed to logply andreplysizeare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory



4.8.1.8 int globus_gram_protocol_pack_status_update_message_with_extensions (chgb_contact int
status int failure_code globus_hashtable_t« extensions globus_byte_t«x reply, globus_size_t« replysizg

Pack a GRAM status update message with extensions.

The globus_gram_protocol_pack_status_update_message_with_extensiont{®n combines its parameters

into a GRAM status update message body. The caller may frame and send the resulting message by calling
globus_gram_protocol_postfr just frame it by callingglobus_gram_protocol_frame_requesif)d send it by

some other mechanism. Thbus_gram_protocol_pack status_update_message_with_exten&ion&0n re-

turns the packed message by modifying gly parameter to point to a new string containing the message. The
caller is responsible for freeing that string.

Parameters:
job_contact The job contact string associated with the job.

status The job’s currenjob state

failure_code The error associated with this job request if te&atus value is GLOBUS GRAM -
PROTOCOL_JOB_STATE_FAILED.

extensionsA pointer to a hash table keyed by extension attribute names with the values being pointers to
globus_gram_protocol_extension_t structures.

reply An output parameter which will be set to a new string containing the packed status message. The caller
must free this memory by calling free()

replysize An output parameter which will be set to the length of the status message retumetyin

Returns:
Upon successglobus_gram_protocol_pack_status_update_message_with_extensainsis GLOBUS _-
SUCCES%nd modifies theeply andreplysizeparameters as described above. If an error occurs, an integer
error code is returned and the values pointed toepy andreplysizeare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory

4.8.1.9 intglobus_gram_protocol_pack version_request (chas request size_t« requestsize

Pack a GRAM version request message.

Theglobus_gram_protocol_pack_job_request{)ction creates a copy of the GRAM version request. The caller
may frame and send the resulting message by cafllobus_gram_protocol_postfr just frame it by calling
globus_gram_protocol_frame_requestf)d send it by some other mechanism. Thebus_gram_protocol_-
pack_version_requestflinction returns the packed message by modifyingrdtpiestparameter to point to a
new string containing the message. The caller is responsible for freeing that string.

Parameters:

request An output parameter which will be set to a new string containing the packed version request message.
The caller must free this memory by calling free().

requestsizeAn output parameter which will be populated with the length of the version request message
returned inquery;

Returns:
Upon succesglobus_gram_protocol_pack_job_requestfurns GLOBUS SUCCESS and modifies the
guestandrequestsizgparameters to point to the values described above. If an error oggobsis _gram_-
protocol_pack_version_request@turns an integer error code and the values pointed t@tpyestandre-
guestsizare undefined.



Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_NULL_PARAMETERIull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory

4.9 Message Unpacking

Collaboration diagram for Message Unpacking:

Message Unpacking

Functions

« int globus_gram_protocol_unpack_job_requgsinst globus_byte tquery, globus_size t querysize, int
xjob_state_mask, chaxcallback_url, chakxdescription)

« int globus_gram_protocol_unpack_job_request_rémyst globus_byte sreply, globus_size_t replysize,
int xstatus, chak*job_contact)

 int globus_gram_protocol_unpack_job_request_reply_with_extensi@omist globus_byte_txreply,
globus_size treplysize, instatus, chas«job_contact, globus_hashtable:eixtensions)

« int globus_gram_protocol_unpack_status_requesnst globus_byte tquery, globus_size t querysize,
charsxstatus_request)

« int globus_gram_protocol_unpack_status_refgignst globus_byte treply, globus_size t replysize, int
xjob_status, inkfailure_code, inkjob_failure_code)

« int globus_gram_protocol_unpack_status_reply_with_extensjoosst globus_byte &reply, globus_-
size_treplysize, globus_hashtableektensions)

« int globus_gram_protocol_unpack_status_update_megsagst globus_byte treply, globus_size t re-
plysize, chakxjob_contact, inkstatus, intfailure_code)

* int globus_gram_protocol_unpack_status_update_message_with_extejesiostsglobus_byte_sreply,
globus_size_treplysize, globus_hashtabiextensions)

« void globus_gram_protocol_hash_dest(giobus_hashtable sitnessage hash)

4.9.1 Function Documentation

4.9.1.1 intglobus_gram_protocol_unpack_job_request (const globus_bytex tjuery, globus_size tjuery-
size int x job_state_maskchar +x callback_url, char xx descriptior)

Unpack a GRAM Job Request.

The globus_gram_protocol_unpack_job_requestf)ction parses the job request message packed iqubey
message and returns copies of the standard message attributgsin gtate _maslcallback_ur| anddescription
parameters.

Parameters:
qguery The unframed job request message to parse.

guerysizeThe length of the job request message string.
job_state_maskA pointer to an integer to be set to the job state mask from the job request.

callback _url A pointer to be set with a copy of the URL of the callback contact to be registered for this job

request. The caller must free this memory by calling free().

description A pointer to be set to a copy of the job description RSL string for this job request. The caller

must free this memory by calling free().



Returns:

Upon succesglobus_gram_protocol _unpack job_requesiti) return GLOBUS SUCCESShd modify the
job_state_maskcallback_url anddescriptionparameters to values extracted from the messageeény. If

an error occurs, an integer error code will be returned and the valyeb aftate_maskcallback _ur| and
descriptionwill be undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_NULL_PARAMETERull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEMInpack failed
GLOBUS GRAM_PROTOCOL_ERROR_VERSION_MISMATCHfersion mismatch

4.9.1.2 int globus_gram_protocol_unpack_job_request_reply (const globus_bytex treply, globus_size_t
replysize int x status char xx job_contac}

Unpack a GRAM reply message.

The globus_gram_protocol_unpack _job_request_repfyiction parses the reply message packed inrépdy
message and returns copies of the standard message attributestatukandjob_contactparameters.

Parameters:
reply The unframed job reply message to parse.

replysize The length of the reply string.

status A pointer to an integer to be set to the failure code associated with the job request. This may be
GLOBUS_SUCCESS, if the job request was successful.

job_contact A pointer to a string to be set to the job contact string. This may set to NULL if the job request

failed. If globus_gram_protocol_unpack_job_request_reptgfurns GLOBUS_SUCCESS, then the
caller must free this string using free().

Returns:

Upon succesgylobus_gram_protocol_unpack job_request_reptgturnsGLOBUS_SUCCES&nd modi-
fies thestatusandjob_contaciparameters to point to the values described above. If an error occurs, an integer
error code is returned and the values pointed tethyusandjob_contactare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAN_PROTOCOL_ERROR_NULL_PARAMETERIull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEMnpack failed
GLOBUS GRAM_PROTOCOL_ERROR_VERSION_MISMATCHfersion mismatch

4.9.1.3 int globus_gram_protocol_unpack_job_request_reply_with_extensions (const globus_byte re-
ply, globus_size_teplysizeint x status char «x job_contact globus_hashtable_# extension¥

Unpack a GRAM reply message, parsing all extensions.

The globus_gram_protocol_unpack_job_request_reply with_extensidasftion parses the reply message
packed in theeply message parameter and returns copies of the standard message attributetatusiamd
job_contactparameters, and all other extension attributes in the hashtable pointecexbelmgions Each entry
in the hashtable will be keyed by the attribute name and the value will be a pointgldbws_gram_protocol_-
extension_structure.



Parameters:

status A pointer to an integer to be set to the failure code associated with the job request. This may be
GLOBUS_SUCCESS, if the job request was successful.

job_contact A pointer to a string to be set to the job contact string. This may set to NULL if the job request
failed. If globus_gram_protocol_unpack_job_request_reply with_extensioag{ins GLOBUS_-
SUCCESS, then the caller must free this string using free().

extensionsA pointer to be set to a hash table containing the names and values of all protocol exten-
sions present in the response messagegldbus_gram_protocol_unpack job_request_reply with_-
extensions(jeturns GLOBUS_SUCCESS, the caller must free this hash table and its values by calling
globus_gram_protocol_hash_destroy()

reply The unframed job reply message to parse.
replysize The length of the reply string.

Returns:
Upon success,globus_gram_protocol_unpack_job_request_reply with_extensiaesfyns GLOBUS_-
SUCCESSnd modifies thestatus job_contact andextensiongo point to the values described above. If
an error occurs, an integer error code is returned and the values pointedtaiugyjob_contact andexten-
sionsare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAN_PROTOCOL_ERROR_NULL_PARAMETERIull parameter
GLOBUS GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEDnpack failed
GLOBUS_ GRAM_PROTOCOL_ERROR_VERSION_MISMATCHfersion mismatch

4.9.1.4 int globus_gram_protocol_unpack_status_request (const globus_bytex tquery, globus_size t
guerysizechar xx status_reque3t

Unpack a GRAM query message.

Theglobus_gram_protocol_unpack_status_requdsifrtion parses the message packed inoixery parameter
and returns a copy of the message instetus_requegtarameter.

Parameters:
qguery The unframed query message to parse.

querysizeThe length of the query string.
status_requestA pointer to a string to be set to the query value. The caller must free this string using free().

Returns:
Upon successglobus_gram_protocol_unpack_status_requesgtirns GLOBUS SUCCESS8nd modifies
thestatus_requegtarameter to point to the value described above. If an error occurs, an integer error code is
returned and the value pointed to $tatus_requesds undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_NULL_PARAMETERIull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEWnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch



4.9.1.5 int globus_gram_protocol_unpack_status_reply (const globus_bytex reply, globus_size_teply-
size int x job_statusint « failure_code int x job_failure_codé

Unpack a GRAM query reply.

Theglobus_gram_protocol_unpack_status_repfufction parses the message packed irr¢ipdy parameter and
sets the current job state, protocol failure code, and job failure code values in its output parameters.

Parameters:

reply The unframed reply message to parse.

replysize The length of the reply message.

job_status A pointer to an integer to be set to the job’s currgtt state

failure_code A pointer to an integer to be set to the failure code associated with the query request. This may
be GLOBUS_SUCCESS, if the request was successful.

job_failure_codeA pointer to an integer to be set to the failure code for the job, if jiie statusis
GLOBUS_GRAM_PROTOCOL_JOB_STATE_FAILED.

Returns:
Upon succesgjlobus_gram_protocol_unpack_status_rephgfurnsGLOBUS_SUCCES&nhd modifies the
job_statusfailure_code andjob_failure_codeparameters to point to the value described above. If an error
occurs, an integer error code is returned and the values pointed jtib bstatus failure_code andjob_-
failure_codeare undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEDnpack failed
GLOBUS_ GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch
GLOBUS_GRAM_PROTOCOL_ERROR_NULL_PARAMETERull parameter

4.9.1.6 int globus_gram_protocol_unpack_status_reply with_extensions (const globus_bytex treply,
globus_size_teplysize globus_hashtable_# extension$

Unpack a GRAM query reply with extensions.

The globus_gram_protocol_unpack_status_reply_with_extensidag€tion parses the message packed in the
reply parameter, storing all attributes and values in a hash tableeXtkasionparameter is modified to point to
that hash table. The caller gfobus_gram_protocol_unpack_status_reply_with_extensiomsg) free that hash
table by callingglobus_gram_protocol _hash_destray()

Parameters:
reply The unframed reply message to parse.
replysize The length of the reply message.
extensionsA pointer to be set to a hash table containing the names and values of all protocol attributes
present in the reply message glbbus_gram_protocol_unpack_status_reply with_extensioetsns
GLOBUS_SUCCESS, the caller must free this hash table and its values by agltibgs gram_-
protocol_hash_destroy()

Returns:
Upon succesgglobus_gram_protocol_unpack_status_reply_with_extensioeg()nsGLOBUS SUCCESS
and modifies thextensiongparameter to point to the value described above. If an error occurs, an integer
error code is returned and the value pointed t@kignsionss undefined.

Return values:
GLOBUS_SUCCESSSuccess

GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch



4.9.1.7 int globus_gram_protocol_unpack_status update_message (const globus_bytereply, globus_-
size_treplysize char «x job_contactint x status int « failure_code

Unpack a GRAM status update message.

The globus_gram_protocol_unpack_status_update_messageg)ion parses the message packed inrdmy
parameter, storing the standard message attribute values in its return pargobetyatact status andfailure_-
code The caller is responsible for freeing tfud_contactvalue.

Parameters:
reply The unframed reply message to parse.

replysize The length of the reply message.

job_contact An output parameter to be set to the job contact stringgldbus_gram_protocol_unpack_-
status_update_messagefjurns GLOBUS_SUCCESS, then the caller must free this string using free().

status An output parameter to be set to the integer value of the job’s cyobrtate

failure_code An output parameter to be set to the integer failure code for the job ifjahestatusis
GLOBUS_GRAM_PROTOCOL_JOB_STATE_FAILED.

Returns:
Upon successglobus_gram_protocol_unpack_status_update_messagkns GLOBUS_SUCCESSnd
modifies thgob_contact status andfailure_codeparameters as described above. If an error occurs, an inte-
ger error code is returned and the values pointed to byothecontact status andfailure_codeparameters
are undefined.

Return values:
GLOBUS_ SUCCESSSucess

GLOBUS_GRAM_PROTOCOL_ERROR_NULL_PARAMETERIull parameter
GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDOut of memory
GLOBUS_GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch

4.9.1.8 int globus_gram_protocol_unpack_status_update_message_with_extensions (const globus_byte t
x reply, globus_size teplysize globus_hashtable_t extension$

Unpack a GRAM status update message with extensions.

The globus_gram_protocol_unpack_status_update_message with_extendiomst{pn parses the message
packed in theeply parameter, storing the message attribute values in its return paraxieesionsThe caller is
responsible for freeing thextensiondash table by callinglobus_gram_protocol_hash_destray()

Parameters:
reply The unframed reply message to parse.

replysize The length of the reply message.

extensionsAn output parameter which will be initialized to a hashtable containing the message attributes.
The caller must destroy this hashtable callgigbus_gram_protocol_hash_destroy()

Returns:
Upon  success, globus_gram_protocol_unpack_status_update _message_ with_extensioret{)rns
GLOBUS_SUCCESS8nd modifies theextensiongparameter as described above. If an error occurs, an
integer error code is returned and the value pointed to bgsttensionparameters is undefined.

Return values:
GLOBUS_ SUCCESSSucess

GLOBUS_GRAM_PROTOCOL_ERROR_HTTP_UNPACK_FAILEDnpack failed
GLOBUS_GRAM_PROTOCOL_ERROR_MALLOC_FAILEDMalloc failed
GLOBUS GRAM_PROTOCOL_ERROR_VERSION_MISMATCHersion mismatch



4.9.1.9 void globus_gram_protocol_hash_destroy (globus_hashtable: iInessage_hagh

Destroy message attribute hash.

Parameters:
message_hasiHashtable of globus_gram_protocol_extensionvalues to destroy

5 globus gram protocol Page Documentation

5.1 GRAM Protocol Definition

The GRAM Protocol is used to handle communication between the Gatekeeper, Job Manager, and GRAM Clients.

The protocol is based on a subset of the HTTP/1.1 protocol, with a small set of message types and responses sent
as the body of the HTTP requests and responses. This document describes GRAM Protocol version 2.

Framing GRAM messages are framed in HTTP/1.1 messages. However, only a small subset of the HTTP
specification is used or understood by the GRAM system. All GRAM requests are HTTP POST messages. Only
the following HTTP headers are understood:

* Host
« Content-Type (set to "application/x-globus-gram” in all cases)
e Content-Length

« Connection (set to "close" in all HTTP responses)
Only the following status codes are supported in response’s HTTP Status-Lines:

« 200 OK
403 Forbidden
404 Not Found

500 Internal Server Error

400 Bad Request

Message Format All messages use the carriage return (ASCII value 13) followed by line feed (ASCII value

10) sequence to delimit lines. In all cases, a blank line separates the HTTP header from the message body. All
application/x-globus-grammessage bodies consist of attribute names followed by a colon, a space, and then the
value of the attribute. When the value may contain a newline or double-quote character, a special escaping rule is
used to encapsulate the complete string. This encapsulation consists of surrounding the string with double-quotes,
and escaping all double-quote and backslash characters within the string with a backslash. All other characters
are sent without modification. For example, the string

rsl: &( executable = "/bin/echo" )
( arguments = "hello" )

becomes

rsl: "&( executable = \"bin/echo\" )
(arguments = \"hello\" )"

This is the only form of quoting whiclapplication/x-globus-gram messages support. Use of % HEX HEX
escapes (such as seen in URL encodings) is not meaningful for this protocol.



Message Types

Ping Request A ping request is used to verify that the gatekeeper is configured properly to handle a named
service. The ping request consists of the following:

POST ping/ job-manager-name  HTTP/1.1
Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size

protocol-version: version

The values of the message-specific strings are

job-manager-name The name of the service to have the gatekeeper check. The service name corresponds to
one of the gatekeeper’s configured grid-services, and is usually of the form "jobmanagerscheduler-
type</em>".

host-name The name of the host on which the gatekeeper is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol defined in this document, the
value must be the string "2".

Job Request A job request is used to scheduler a job remotely using GRAM. The ping request consists of the
HTTP framing described above with the request-URI consistirjglpmanager-nameavherejob-manager name
is the name of the service to use to schedule the job. The format of a job request message consists of the following:

POST job-manager-name [@ user-name ] HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
job-state-mask: mask
callback-url: callback-contact
rsl: rsl-description

The values of the emphasized text items are as below:

job-manager-name The name of the service to submit the job request to. The service hame corresponds to
one of the gatekeeper’s configured grid-services, and is usually of the form "jobmanagerscheduler-
type</em>".

user-name Starting with GT4.0, a client may request that a certain account by used by the gatekeeper to start
the job manager. This is done optionally by appending the @ symbol and the local user name that the job
should be run as to theb-manager-namelf the @ and username are not present, then the first grid map
entry will be used. If the client credential is not authorized in the grid map to use the specified account, an
authorization error will occur in the gatekeeper.

host-name The name of the host on which the gatekeeper is running. This exists only for compatibility with the
HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.



version The version of the GRAM protocol which is being used. For the protocol defined in this document, the
value must be the string "2".

mask An integer representation of the job state mask. This value is obtained from a bitwise-OR of the job state
values which the client wishes to receive job status callbacks about. These meanings of the various job state
values are defined in tHeRAM Protocol APl documentation

callback-contact A https URL which defines a GRAM protocol listener which will receive job state updates. The
from a bitwise-OR of the job state values which the client wishes to receive job status callbacks about. The
job status update messages are defbedw.

rsl-description A quoted string containing the RSL description of the job request.

Status Request A status request is used by a GRAM client to get the current job state of a running job. This
type of message can only be sent to a job manager’s job-contact (as returned in the reply to a job request message).
The format of a job request message consists of the following:

POST job-contact HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
"status"

The values of the emphasized text items are as below:

job-contact The job contact string returned in a response to a job request message, or determined by querying
the MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with
the HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol defined in this document, the
value must be the string "2".

Callback Register Request A callback register request is used by a GRAM client to register a new callback
contact to receive GRAM job state updates. This type of message can only be sent to a job manager’s job-contact
(as returned in the reply to a job request message). The format of a job request message consists of the following:

POST job-contact HTTP/1.1

Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size

protocol-version: version
"register <em>mask</em> <em>callback-contact</em>"

The values of the emphasized text items are as below:

job-contact The job contact string returned in a response to a job request message, or determined by querying
the MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with
the HTTP/1.1 protocol.



message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol defined in this document, the
value must be the string "2".

mask An integer representation of the job state mask. This value is obtained from a bitwise-OR of the job state
values which the client wishes to receive job status callbacks about. These meanings of the various job state
values are defined in tHeRAM Protocol APl documentation

callback-contact A https URL which defines a GRAM protocol listener which will receive job state updates. The
from a bitwise-OR of the job state values which the client wishes to receive job status callbacks about. The
job status update messages are defbedw.

Callback Unregister Request A callback unregister request is used by a GRAM client to request that the job
manager no longer send job state updates to the specified callback contact. This type of message can only be sent
to a job manager’s job-contact (as returned in the reply to a job request message). The format of a job request
message consists of the following:

POST job-contact HTTP/1.1

Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size

protocol-version: version
"unregister <em>callback-contact</em>"

The values of the emphasized text items are as below:

job-contact The job contact string returned in a response to a job request message, or determined by querying
the MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with
the HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol defined in this document, the
value must be the string "2".

callback-contact A https URL which defines a GRAM protocol listener which should no longer receive job state
updates. The from a bitwise-OR of the job state values which the client wishes to receive job status callbacks
about. The job status update messages are ddjieu.

Job Cancel Request A job cancel request is used by a GRAM client to request that the job manager terminate a
job. This type of message can only be sent to a job manager’s job-contact (as returned in the reply to a job request
message). The format of a job request message consists of the following:

POST job-contact HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
"cancel”

The values of the emphasized text items are as below:



job-contact The job contact string returned in a response to a job request message, or determined by querying
the MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with
the HTTP/1.1 protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol defined in this document, the
value must be the string "2".

Job Signal Request A job signal request is used by a GRAM client to request that the job manager process a
signal for a job. The arguments to the various signals are discussed ghothes _gram_protocol_job_signal_t
documentation.

POST job-contact HTTP/1.1

Host: host-name

Content-Type: application/x-globus-gram
Content-Length: message-size

protocol-version: version
"<em>signal</em>"

The values of the emphasized text items are as below:

job-contact The job contact string returned in a response to a job request message, or determined by querying
the MDS system.

host-name The name of the host on which the job manager is running. This exists only for compatibility with
the HTTP/1.1 protocaol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol defined in this document, the
value must be the string "2".

signal A quoted string containing the signal number and it's parameters.

Job State Updates A job status update message is sent by the job manager to all registered callback contacts
when the job’s status changes. The format of the job status update messages is as follows:

POST callback-contact HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
job-manager-url: job-contact
status: status-code

failure-code: failure-code

The values of the emphasized text items are as below:

callback-contact The callback contact string registered with the job manager either by being passed as the
callback-contactn a job request message or in a callback register message.



host-name The host part of the callback-contact URL. This exists only for compatibility with the HTTP/1.1
protocol.

message-sizeThe length of the content of the message, not including the HTTP/1.1 header.

version The version of the GRAM protocol which is being used. For the protocol defined in this document, the
value must be the string "2".

job-contact The job contact of the job which has changed states.

Proxy Delegation A proxy delegation message is sent by the client to the job manager to initiate a delegation
handshake to generate a new proxy credential for the job manager. This credential is used by the job manager or
the job when making further secured connections. The format of the delegation message is as follows:

POST callback-contact HTTP/1.1
Host: host-name
Content-Type: application/x-globus-gram

Content-Length: message-size
protocol-version: version
"renew"

If a successful (200) reply is sent in response to this message, then the client will procede with a GSI delega-
tion handshake. The tokens in this handshake will be framed with a 4 byte big-endian token length header. The
framed tokens will then be wrapped using the GLOBUS_|I0_SECURE_CHANNEL_MODE_SSL_WRAP wrap-
ping mode. The job manager will frame response tokens in the same manner. After the job manager receives its
final delegation token, it will respond with another response message that indicates whether the delegation was
processed or not. This response message is a standard GRAM response message.

Note on Security Attributes  The following security attributes are needed to communicate with the Gatekeeper:

 Authentication must be done using GSSAPI mutual authentication

« Messages must be wrapped with support for the delegation message. When using Globus 1/O, this is ac-
complished by using the the GLOBUS_10_SECURE_CHANNEL_MODE_GSI_WRAP wrapping mode.

Changes 2004-08-11 Added information about gridmap choosing
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